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SELSKABSOPLYSNIGER

Selskabet Hoffmann A/S
Fabriksparken 66
2600 Glostrup

Telefon: 4329 9000
Hjemmeside: www.hoffmann.dk
E-mail: hoffmann@hoffmann.dk
CVR nr.: 6303 0228

Stiftet: 1863

Hjemsted: Albertslund Kommune

Regnskabsar: 1. januar — 31. december

Ejerforhold Selskabet ejes 100% af:
Veidekke ASA
Skabos vei 4, Skagyen
0214 Oslo
Norge

Telefon: +47 2105 5000
Hjemmeside: www.veidekke.no

Bestyrelse Jorgen Wiese Porsmyr (formand)
Jimmy Frederik Bengtsson
Anders Wognild Haugen
Siv Hege Solheim
Torben Bjark Nielsen
Malene Duckert (medarbejdervalgt)
Martin Trier Larsen (medarbejdervalgt)
Henrik Gunnar Pedersen (medarbejdervalgt)

Direktion Torben Bjark Nielsen

Revision EY Godkendt Revisionspartnerselskab
2000 Frederiksberg
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HOVED- OG NOGLETAL

Belgb i mio. DKK

Resultatopgorelse
Nettoomsaetning
Bruttoresultat

Resultat af primeer drift

Finansielle poster
Resultat fgr skat

Arets resultat

Balance
Aktiekapital
Egenkapital
Balancesum

Pengestremme

Fra driftsaktivitet

Fra investeringsaktivitet
Fra finansieringsaktivitet
Pengestrgmme i alt

Investering i materielle anleegs-
aktiver

Likvide beholdninger

Nagletal (%)

Bruttomargin

Resultatgrad (resultatmarginal)
Egenkapitalforrentning
Egenkapitalandel

@vrige informationer
Ordrebeholdning, ultimo

Gennemsnitligt antal ansatte

2021

1.723
223
147

147
114

69
336
1.220

13,0

8,5
35,2
27,6

2.094
439

2020 2019
1.844 1.772
222 222
135 122
4 1
139 129
108 100
69 69
314 316
1.245 1.126
318 250
-190 121
-128 128
-1 1
17 2

0 1
12,0 12,5
7.5 7,3
34,2 32,2
25,2 28,1
1.788 1.502
465 510

2018

1.676
173
88

12
113
87

69
306
1.125

101
-119

10,3

6,8
31,3
27,2

1.913
550

2017

1.687
179
92

7
58

69
249
899

10,6

4,6
23,2
27,7

1.031
510

Ngagletallene er beregnet i overensstemmelse Finansforeningens "Anbefalinger og nggletal”.

Bruttomargin

Resultatgrad (resultatmarginal)
Egenkapitalforrentning
Egenkapitalandel

Bruttoresultat/Nettoomsaetning
Resultat fgr skat/Nettoomseetn

Resultat efter skat/Gennemsnitlig egenkapital

ing

Egenkapital/Balancesum, ultimo

Hoved- og nggletal for 2017-18 er ikke tilpasset som fglge af implementeringen af IFRS 16 i

2019.

Hoved- og nagletal for 2017 er ikke tilpasset som fglge af implementeringen af IFRS 15i 2018.
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PATEGNINGER

LEDELSESPATEGNING

Bestyrelse og direktion har dags dato behandlet og godkendt arsrapporten for Hoffmann A/S for
regnskabsaret 1. januar — 31. december 2021.

Arsrapporten er aflagt i overensstemmelse med International Financial Reporting Standards
(IFRS) som godkendt af EU samt yderligere oplysningskrav i arsregnskabsloven.

Det er vores opfattelse, at arsregnskabet giver et retvisende billede af selskabets aktiver, passi-
ver og finansielle stilling pr. 31. december 2021 samt af resultatet af selskabets aktiviteter og
pengestramme for regnskabsaret 1. januar — 31. december 2021.

Det er endvidere vores opfattelse, at ledelsesberetningen indeholder en retvisende redeggarelse
for udviklingen i selskabets aktiviteter og gkonomiske forhold, arets resultat og for selskabets fi-

nansielle stilling.

Direktion

Torben Bjark Nielsen

Bestyrelse

Glostrup, den 1. marts 2022

Jargen Wiese Porsmyr
(formand)

Jimmy Frederik Bengtsson

Anders Wognild Haugen

Siv Hege Solheim

Torben Bjark Nielsen

Malene Duckert
(medarbejdervalgt)
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Martin Trier Larsen
(medarbejdervalgt)

Henrik Gunnar Pedersen
(medarbejdervalgt)
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DEN UAFHZANGIGE REVISORS REVISIONSPATEGNING

Til kapitalejerne i Hoffmann A/S

Konklusion

Vi har revideret arsregnskabet for Hoffmann A/S
for regnskabsaret 1. januar — 31. december 2021,
der omfatter resultat- og totalindkomstopgerelse,
balance, egenkapitalopgarelse, pengestrgmsop-
gerelse og noter, herunder anvendt regnskabs-
praksis. Arsregnskabet udarbejdes efter Internati-
onal Financial Reporting Standards som god-
kendt af EU og yderligere krav i arsregnskabslo-
ven.

Det er vores opfattelse, at arsregnskabet giver et
retvisende billede af selskabets aktiver, passiver
og finansielle stilling pr. 31. december 2021 samt
af resultatet af selskabets aktiviteter og penge-
stramme for regnskabsaret 1. januar — 31. de-
cember 2021 i overensstemmelse med Internati-
onal Financial Reporting Standards som god-
kendt af EU og yderligere krav i arsregnskabslo-
ven.

Grundlag for konklusion

Vi har udfgrt vores revision i overensstemmelse
med internationale standarder om revision og de
yderligere krav, der er geeldende i Danmark. Vo-
res ansvar ifglge disse standarder og krav er neer-
mere beskrevet i revisionspategningens afsnit
"Revisors ansvar for revisionen af arsregnska-
bet". Det er vores opfattelse, at det opnaede revi-
sionsbevis er tilstraekkeligt og egnet som grund-
lag for vores konklusion.

Uafhaengighed

Vi er uafhaengige af selskabet i overensstem-
melse med International Ethics Standards Board
for Accountants’ internationale retningslinjer for
revisorers etiske adfeerd (IESBA Code) og de
yderligere krav, der er gaeldende i Danmark, lige-
som vi har opfyldt vores @vrige etiske forpligtelser
i henhold til disse krav og IESBA Code.

Udtalelse om ledelsesberetningen
Ledelsen er ansvarlig for ledelsesberetningen.

Vores konklusion om arsregnskabet omfatter ikke
ledelsesberetningen, og vi udtrykker ingen form
for konklusion med sikkerhed om ledelsesberet-
ningen.

Transaktion 09222115557464092540

| tilknytning til vores revision af arsregnskabet er
det vores ansvar at laese ledelsesberetningen og
i den forbindelse overveje, om ledelsesberetnin-
gen er vaesentligt inkonsistent med arsregnskabet
eller vores viden opnaet ved revisionen eller pa
anden made synes at indeholde vaesentlig fejlin-
formation.

Vores ansvar er derudover at overveje, om ledel-
sesberetningen indeholder kraevede oplysninger i
henhold til arsregnskabsloven.

Baseret pa det udferte arbejde er det vores opfat-
telse, at ledelsesberetningen er i overensstem-
melse med arsregnskabet og er udarbejdet i over-
ensstemmelse med arsregnskabslovens krav. Vi
har ikke fundet vaesentlig fejlinformation i ledel-
sesberetningen.

Ledelsens ansvar for arsregnskabet

Ledelsen har ansvaret for udarbejdelsen af et ars-
regnskab, der giver et retvisende billede i over-
ensstemmelse med International Financial Re-
porting Standards som godkendt af EU og yderli-
gere krav i arsregnskabsloven. Ledelsen har end-
videre ansvaret for den interne kontrol, som ledel-
sen anser for ngdvendig for at udarbejde et ars-
regnskab uden veaesentlig fejlinformation, uanset
om denne skyldes besvigelser eller fejl.

Ved udarbejdelsen af arsregnskabet er ledelsen
ansvarlig for at vurdere selskabets evne til at fort-
seette driften; at oplyse om forhold vedragrende
fortsat drift, hvor dette er relevant; samt at udar-
bejde arsregnskabet pa grundlag af regnskabs-
princippet om fortsat drift, medmindre ledelsen
enten har til hensigt at likvidere selskabet, indstille
driften eller ikke har andet realistisk alternativ end
at ggre dette.

Revisors ansvar for revisionen af arsregnska-
bet

Vores mal er at opna hgj grad af sikkerhed for, om
arsregnskabet som helhed er uden vaesentlig fejl-
information, uanset om denne skyldes besvigel-
ser eller fejl, og at afgive en revisionspategning
med en konklusion. Hgj grad af sikkerhed er et
hgjt niveau af sikkerhed, men er ikke en garanti
for, at en revision, der udfgres i overensstem-
melse med internationale standarder om revision
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og de yderligere krav, der er geeldende i Dan-
mark, altid vil afdeekke vaesentlig fejlinformation,
nar sadan findes. Fejlinformationer kan opsta
som fglge af besvigelser eller fejl og kan betragtes
som vaesentlige, hvis det med rimelighed kan for-
ventes, at de enkeltvis eller samlet har indflydelse
pa de gkonomiske beslutninger, som regnskabs-
brugerne traeffer pa grundlag af arsregnskabet.

Som led i en revision, der udfgres i overensstem-
melse med internationale standarder om revision
og de yderligere krav, der er geeldende i Dan-
mark, foretager vi faglige vurderinger og oprethol-
der professionel skepsis under revisionen. Herud-
over:

» Identificerer og vurderer vi risikoen for veesent-
lig fejlinformation i arsregnskabet, uanset om
denne skyldes besvigelser eller fejl, udformer
og udfgrer revisionshandlinger som reaktion
pa disse risici samt opnar revisionsbevis, der
er tilstraekkeligt og egnet til at danne grundlag
for vores konklusion. Risikoen for ikke at op-
dage vaesentlig fejlinformation forarsaget af
besvigelser er hgjere end ved veesentlig fejlin-
formation forarsaget af fejl, idet besvigelser
kan omfatte sammensveergelser, dokument-
falsk, bevidste udeladelser, vildledning eller til-
sidesaettelse af intern kontrol.

» Opnar vi forstaelse af den interne kontrol med
relevans for revisionen for at kunne udforme
revisionshandlinger, der er passende efter om-
steendighederne, men ikke for at kunne ud-
trykke en konklusion om effektiviteten af sel-
skabets interne kontrol.

» Tager vi stilling til, om den regnskabspraksis,
som er anvendt af ledelsen, er passende, samt

Kgbenhavn, den 1. marts 2022

EY Godkendt Revisionspartnerselskab
CVR-nr. 30 70 02 28

Claus Tanggaard Jacobsen
Statsaut. revisor
mne23314
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om de regnskabsmaessige skgn og tilknyttede
oplysninger, som ledelsen har udarbejdet, er
rimelige.

» Konkluderer vi, om ledelsens udarbejdelse af
arsregnskabet pa grundlag af regnskabsprin-
cippet om fortsat drift er passende, samt om
der pa grundlag af det opnaede revisionsbevis
er vaesentlig usikkerhed forbundet med begi-
venheder eller forhold, der kan skabe betyde-
lig tvivl om selskabets evne til at fortsaette drif-
ten. Hvis vi konkluderer, at der er en vaesentlig
usikkerhed, skal vi i vores revisionspategning
gare opmaerksom pa oplysninger herom i ars-
regnskabet eller, hvis sadanne oplysninger
ikke er tilstreekkelige, modificere vores konklu-
sion. Vores konklusion er baseret pa det revi-
sionsbevis, der er opnaet frem til datoen for
vores revisionspategning. Fremtidige begiven-
heder eller forhold kan dog medfare, at selska-
bet ikke laengere kan fortseette driften.

» Tager vi stilling til den samlede praesentation,
struktur og indhold af arsregnskabet, herunder
noteoplysningerne, samt om arsregnskabet
afspejler de underliggende transaktioner og
begivenheder pa en sadan made, at der gives
et retvisende billede heraf.

Vi kommunikerer med den gverste ledelse om
bl.a. det planlagte omfang og den tidsmaessige
placering af revisionen samt betydelige revisions-
maessige observationer, herunder eventuelle be-
tydelige mangler i intern kontrol, som vi identifice-
rer under revisionen.
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Indledning

Selskabets veesentligste aktiviteter er at drive en-
treprengrvirksomhed inden for anleeg, byggeri,
teknik og service i Danmark.

Resultat 2021

Omsaetningen i 2021 blev pd DKK 1.723 mio.
(DKK 1.844 mio.), svarende til et fald fra 2020 pa
DKK 121 mio. (6,6%). Faldet kan tilskrives feerdig-
gorelse af flere starre erhvervsbyggerier i dstdan-
mark og lang inkubationstid pa nye ordre.

Resultatet fgr skat blev pd DKK 146,7 mio. (DKK
139,1 mio.), svarende til en resultatgrad pa 8,5%
(7,5%). Resultatgraden er saledes forbedret med
1,0%, som faglge af god bonitet i projektportefaljen
0g en stram omkostningsstyring. Resultatgraden
er ca. 3% over forventninger, som kan tilskrives
hgjere aktivitetsniveau, bedre udnyttelse af kapa-
citeten samt fortsat bedre bonitet i projektportefal-
gen. Hoffmann har igennem flere ar haft fokus pa
risikoafdaekningen i tilbudsfasen, og der arbejdes
kontinuerligt med at afdeekke og minimere risici
pa projekterne. Over 80% af Hoffmanns produk-
tion foregar i et tidligt samarbejde med kunderne,
hvor risici minimeres, projektforbedring imple-
menteres og kundernes businesscase optimeres.

Markedssituationen

Bygge- og anlaegsmarkedet i Danmark forventes
at fortseette pa et hgjt niveau til trods for usikker-
hed om markedsudsigterne pa laengere sigt. Co-
ronapandemien betyder fortsat at store dele af er-
hvervsmarkedet star i en vanskelig situation, hvor
specielt hotel og detailhandlen er hardt ramt.
Hjeelpepakker og foregede offentlige investerin-
ger, bade indenfor anleeg og byggeri, har indtil nu
sikret hgj efterspgrgsel i stort set alle segmenter.
Konkurrencesituationen er uagtet den hgje efter-
sporgsel fortsat ekstrem hard og leegger pres pa
indtjeningen i branchen. Herudover opleves fort-
sat stigende materialepriser og lange leveringsti-
der pa flere produktgrupper. Dette vil skabe et
yderligere pres pa indtjeningen i branchen pa kort
sigt, samt risiko for at det far en afsmittende effekt
pa efterspgrgslen pa lidt laengere sigt.

Vi oplever i stigende grad udfordringer med at
bygherre kan opna tilfredsstillende afkast i nye
projekter, hvilket betyder vanskelige og lang-
strakte forhandlinger, som kan ende med at pro-
jekterne udskydes eller konkurrenceudsaettes
yderligere. Endvidere er der stigende mangel pa
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kvalificeret arbejdskraft, bade indenfor handveer-
kere og projektledelse, som medfarer pres pa or-
ganisationen og lganomkostningerne.

Offentlige projekter vil i stigende grad blive udbudt
i flerarige rammeaftaler, hvorfor det er helt afge-
rende at udnytte potentialet i nuvaerende ramme-
aftaler og sikre tilgang af nye aftaler.

Udover offentlige projekter forventes pharmasek-
toren bade at udbygge og insource produktionen
til Danmark, som vil sikre et stigende udbud af
byggeprojekter. Herudover vil ggede krav til ener-
gioptimeringer og et fortsat steerkt boligmarked
sikre efterspgrgslen indenfor service og vedlige-
holdelse.

Boligmarkedet oplever fortsat hgj aktivitet grundet
det meget lave renteniveau og stigende urbanise-
ring, som nu ogsa ses i de stgrre provinsbyer.

Konkurrencesituationen forventes fortsat at be-
tyde et stadigt meget hardt prispres, som betyder
hgijt pres pa indtjeningen i hele branchen.

Vasentlige forhold i 2021

Arets produktion indenfor alle segmenter har vee-
ret praeget af god produktivitet og tilfredsstillende
indtjening. Projekterne er generelt afleveret til ti-
den og til kundernes tilfredshed. Serviceforretnin-
gen oplever et stabilt stigende aktivitetsniveau og
indtjening. Serviceforretningen er et fortsat vigti-
gere satsningsomrade, som leverer tilfredsstil-
lende indtjening og en stabil basisomsaetning
samt sikrer fastholdelse af kunder.

| Igbet af 2021 er der afleveret flere stgrre projek-
ter med succes, bl.a. KLP-byggeriet pa Kay Fi-
skers Plads, produktionshal Ill til Linak, produkti-
onsanlaeg til Novo Nordisk og Helix Erhvervsaka-
demi for AP Pension.

Strategien med tidligt samarbejde har betydet, at
der ikke er kommet nye stgrre tvistsager.

El-installationsforretningen i Jylland er ultimo aret
afhaendet til den tidligere ejer grundet manglende
synergi med resten af Hoffmann.

Organisation
Hoffmanns organisationsstruktur er i 2021 uforan-
dret i forhold til 2020.
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I 2021 beskeeftigede Hoffmann gennemsnitligt
439 fuldtidsansatte (2020: 465) svarende til et fald
pa 26 arsveerk, som kan henfgres til faerre elektri-
kere. Faldet kan tilskrives faerdiggerelse af flere
starre projekter med egenproduktion.

| Hoffmann har vi en strategi om at rekruttering
primeert skal baseres pa nyudlzerte ingenigrer og
bygningskonstruktarer, for at sikre en ensartet
kultur og veerdigrundlag. Denne rekruttering sker
i teet samarbejde med skolerne, samt ved fastan-
seettelse af de mest kompetente praktikanter i
Hoffmann.

Image

Som en del af Hoffmanns strategi arbejder vi mal-
rettet mod, at Hoffmann fremstar som en markant
anderledes og innovativ entreprengr, og bliver op-
fattet som "Den lgsningsorienterede partner” med
de bedste involverende processer, som medfarer
bedre tid, kvalitet og pris for kunderne.

Vi opnar denne position ved at skeerpe vores
kompetencer og know-how mod at veere den fo-
retrukne entreprengr indenfor projekter med tidlig
involvering, og hvor arkitekt, radgiver og entrepre-
nar ligeveerdigt fra opstarten af projektet under-
stgtter kundens business case.

Risici
Hoffmann har ingen naevneveerdige finansielle ri-
sici.

Teknologisk arbejdes med kendte produkter pa
kendte markeder.

Veaesentlige risici udenfor Hoffmanns direkte kon-
trol s@ges i videst muligt omfang afdaekket af for-
sikringer. Hoffmanns risikostyring bliver fortsat vi-
dereudviklet og fremstar i dag som grundig og
professionel.

| forhold til det eksterne miljg forebygges negative
pavirkninger via miljgledelse.

Forventninger til kommende ar

Der forventes et nogenlunde uaendret aktivitetsni-
veau i 2022 grundet lang inkubationstid pa nye
projekter og udskydelser bl.a. grundet lang be-
handlingstid hos myndighederne. Udbuddet af
projekter er stadig forholdsvis hgjt, men grundet
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stigende byggepriser bliver det stadig vanskeli-
gere for bygherrerne for at skabe rentable projek-
ter. Det medferer at mange starre erhvervsprojek-
ter udskydes eller helt droppes, -hvilket er Hoff-
manns primeere markedsomrade. Andelen af of-
fentlige bygge- og anleegsprojekter forventes at
stige i de kommende ar, dels grundet stigende ef-
terspargsel og dels grundet at Hoffmann er i gang
med en 4-arig rammeaftale for Bygningsstyrel-
sen.

Ordreindgangen har i 2021 veeret pa DKK 2,0
mia. mod DKK 2,1 mia. i 2020. Ordrebeholdnin-
gen udggr pr. 31. december 2021 DKK 2.094
mio., svarende til en stigning pa DKK 306 mio.
(17%).

For 2022 forventes en nogenlunde uaendret om-
saetning i niveauet DKK 1,7 - 1,8 mia. og en for-
ventet resultatgrad i niveauet godt 5%. Der arbej-
des pa en raekke storre projekter med en samlet
kontraktveerdi pa knapt DKK 2 mia., som forven-
tes at sikre stigende aktivitet i de kommende ar.

Begivenheder efter balancedagen

Der er efter regnskabsarets afslutning ikke indtruf-
fet begivenheder, der vaesentligt vil kunne pavirke
vurderingen af selskabets finansielle stilling.

Redeggorelse for samfundsansvar jf. arsregn-
skabslovens §99a

Under coronapandemien har ledelsen Igbende
veeret i dialog med medarbejderne omkring sund-
hedsmyndighedernes retningslinjer og deraf smit-
tehandteringen af Covid-19 pa Hoffmanns ar-
bejdspladser.

For at opretholde produktionen under coronakri-
sen har Hoffmann periodevis haft fleksible ar-
bejdsordninger til gavn for medarbejderne. Tilta-
gene har tillige haft en positiv indvirkning pa de
ansatte og deres familiers muligheder for at tilret-
teleegge en hverdag med restriktioner.

Uddannelse af unge- og voksenlezerlinge samt stu-
derende fra de videregaende uddannelser er et
vigtigt indsatsomrade i Hoffmann. Tiltraekning af
studerende fra erhvervsuddannelsesinstitutio-
nerne er en vigtig del af virksomhedens rekrutte-
ringsbase og generelle organisationsudvikling.
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Hoffmann gnsker at leve op til sit ansvar over for
samfund, medarbejdere og miljget.

For Hoffmann vedrarer arbejdet med samfunds-
ansvar primeert virksomhedens pavirkning pa
klima og miljg via energiforbruget og affald samt
ansvar for medarbejdernes sikkerhed.

Ligeledes er vores forhold til vores underleveran-
dagrer samt forretningsetik og antikorruption en
vigtig del af vores regelsaet.

Miljo og klima

Hoffmanns baeredygtighed, miljg og energirap-
portering indgar i Veidekke koncernens Ars- og
baerekraftrapport 2021.

Veidekke anvender Global Reporting Initiative
(GRI) rapporteringsprincipper. Rapporteringen
deekker hele koncernen, og inkluderer dattersel-
skaberne, herunder Hoffmann.

Veidekkes/Hoffmanns klimarapportering felger
The GHG Protocol Corporate Standard. Der rap-
portes pa scope 1, 2 og udvalgte kategorier i
scope 3. Alt data og dokumentation handteres i
systemet GHG123.

Inden for det baeredygtige byggeri arbejdes med
at opna en DNBG-certificering i et stadig stigende
omfang. | aret har Hoffmann afleveret det farste
projekt i klasse "guld” pa nybyggeriet af erhvervs-
ejendommen Kay Fiskers Plads. Herudover ar-
bejdes med "sglv” certificering af Hines 25hours
Hotel som er et stgrre renoveringsprojekt.

Via leverandgraftaler sikres det endvidere, at fla-
den af person- og varebiler er i de bedst mulige
miljgklasser. Biler skal sa vidt muligt vaere mini-
mum energiklasse B. | lgbet af 2022 forventes
Hoffmann at begynde implementering af elektrifi-
cerede kgretgjer og arbejdsmaskiner (nul-emis-
sion).

| primeere samhandelsaftaler stilles krav til leve-
randgrerne omkring fremlaeggelse af dokumenta-
tion for kerte km og CO2 udledning for leverancer
til Hoffmann.

Pa Hoffmanns byggepladser handteres kildesor-
tering af affald for at sikre mindst mulig affalds-
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meengde til deponi. | samarbejde med samar-
bejdspartnere er nedrivhingsmateriale til genbrug
et nyt stort fokusomrade.

Hoffmann arbejder i teet dialog med alle involve-
rede handveerkere og leverandarer for at sikre
bedst mulig kildesortering. Bl.a. opstilles mobile
affaldscontainere rundt pa byggepladser, som
sikrer bedre kildesortering og lavere udgifter til af-
faldshandtering og rengaring.

| 2021 udgjorde Hoffmanns udslip 2.683 tons
CO2, hvoraf 1.277 tons CO2 kommer fra direkte
kontrollerbare kilder (Scope 1), 611 tons CO2 fra
indirekte kilder sasom el, fiernvarme, naturgas
o.lign. (Scope 2) og 794 tons CO2 stammer fra
transport mv. (Scope 3). Hoffmanns CO2 udled-
ning (Scope 1+2) er 1,1 kg CO2 per t.DKK i om-
saetning svarende til en 20% reduktion i fht. 2020.
Den mindre udledning af CO2 i 2021 kan primaert
henfgres til aendret produktionsstade, hvor bl.a.
beton- og rahusproduktion udgjorde en mindre
del sammenlignet med 2020.

Arbejdsmilje og medarbejderforhold

"Et skadefrit Hoffmann” er det langsigtede mal
med arbejdsmiljgindsatsen i Hoffmann. Vi fore-
bygger og vejleder medarbejdere i at undga ar-
bejdsskader, herunder fysisk og psykisk nedslid-
ning.

| forbindelse med arbejde pa byggepladser vil der
altid veere risiko for, at arbejdsulykker indtreeffer. |
Hoffmann arbejder vi dog malrettet pa at samtlige
medarbejdere undgar arbejdsskader, herunder
fysisk og psykisk nedslidning. Der arbejdes mal-
rettet i Hoffmann med at sikre et godt arbejds-
miljg. Indfgrelsen af obligatorisk anvendelse af
beskyttelsesbriller, brug af sikkerhedshandsker
og obligatorisk arbejdsmiljgkursus har sikret et
lavt antal arbejdsskader.

Arbejdsmiljgindsatsen har igen i 2021 i hgj grad
veeret praeget af handteringen og informationerne
om coronapandemien, hvor det for at beskytte
medarbejderne mod Covid-19 har veeret ngdven-
digt at eendre pa byggepladsernes opholds- og
velfeerdsforanstaltninger. Separering af handvaer-
ker-sjaks og andre medarbejdergruppe, ekstraor-
dineer renggring samt Igbende informationer om
medarbejdernes anvendelse af hygiejne og
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vaernemidler har veeret et haijt prioriteret arbejds-
miljgomrade.

Stort set alle planlagte feellesaktiviteter som kur-
sus, konferencer, mgder m.m. har grundet restrik-
tioner og forsamlingsforbud har veeret ngdven-
dige at gennemfgre virtuelt.

Hoffmann har gennemfgrt kgrekortkurserne siden
2011, og ved udgangen af 2021 har udover alle
egne ansatte over 7.100 personer hos samar-
bejdspartnere opnaet et karekort. Karekortet op-
nas gennem deltagelse i et kursus med fokus pa
egen adfeerd, da det ofte er menneskelige fejl, der
ligger til grund for ulykkerne. Kurset afsluttes med
en test, som skal bestas for at erhverve kgrekor-
tet. Alle som skal have adgang til Hoffmanns byg-
gepladser skal have et aktivt kgrekort. Dette geel-
der bade Hoffmanns ansatte, kunder, samar-
bejdspartnere og underleverandarer. Der afhol-
des Igbende kurser pa byggepladser og kontorer.
| kerekortet er indarbejdet en mulighed for at give
1-3 klip for uacceptable sikkerhedsmeessige ad-
feerd. Der er saledes konsekvens for egen ad-
faerd. 3. klip medfagrer en bortvisning fra samtlige
af Hoffmanns byggepladser i et ar, hvorefter et nyt
kursus skal bestas fgr den pagaseldende igen ma
faerdes pa pladserne.

Et langt og fokuseret arbejde indenfor Helse, Miljg
& Sikkerhedsomradet (HMS) har i 2021 veeret
medvirkende til, at Hoffmann har kunnet fastholde
et lavt skadesniveau og ingen alvorlige skader. |
2021 havde Hoffmann 4 skader med fravaer mod
6 skaderi 2020 blandt egne ansatte, mens der har
veeret uendret 5 skader med fraveer hos vores
underleverandgrer. Det er saledes lykkedes at
fastholde et lavt antal af skader og undga alvorlige
arbejdsskader. Indfgrelse af krav om brug af
handsker og beskyttelsesbriller pa alle Hoffmanns
byggepladser har reduceret skader pa hander og
gjne markant.

Hoffmann har i 2021 haft et sygefraveer pa 2,8%
mod 2,3% i 2020. Stigningen i fraveeret kan pri-
meert tilskrive den igangveerende coronapandemi,
som har betydet mange hjemsendelser grundet
stagrre krav til beskyttelse af medarbejderne mod
smitte. Hoffmann mal er et sygefravaer pa under
2%.
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Menneskerettigheder

Pa grund af omfattende politikker i Hoffmann er
det saerligt menneskerettigheder, leverandgrer og
samarbejdspartnere der er de vaesentligste omra-
der. Der laegges seerligt vaegt pa, at samarbejds-
partnere og leverandgrer lever op til Hoffmanns
egne hgje standarder for samfundsansvar om
menneskerettigheder. For at understrege vigtig-
heden af at branchen samlet tager samfundsan-
svar, har Hoffmann underskrevet 'Charter for
samfundsansvar i ejendoms-, bygge- og anlaegs-
branchen i Danmark’ udgivet af Foreningen for
Byggeriets Samfundsansvar.

Med charteret har Hoffmann forpligtet sig til at ar-
bejde efter seks principper for samfundsansvar,
herunder at sikre at bade Hoffmann og virksom-
hedens underleverandgrer altid respekterer ind-
holdet i overenskomsterne i forhold til Ign og ar-
bejdstid. Med dette arbejde er vi bl.a. med til at
reducere risikoen for social dumping, og at vores
leverandgrers medarbejdere arbejder under de
samme sikkerhedsmaessige forhold som vores
egne medarbejdere.

| alle Hoffmanns underentreprengraftaler kraeves
fuld dokumentation for at alle regler for givne an-
saettelsesforhold overholdes.

Der har ikke veeret registreret brud pa reglerne i
2021.

Forretningsetik og antikorruption
Veidekke koncernen har oprettet en compliance-
funktion, hvis opgave er at bidrage til at organisa-
tionen har gode systemer for at minimere risici
samt at bega fejl eller overtreedelser der er i strid
med koncernens:

e Policy for arbejde med antikorruption, udg.

2022

¢ Policy for compliance udg. 2019

o Etiske retningslinjer for Veidekke, udg. 2021

e Policy for antikorruption, udg. 2021

Samfundsansvar pa omrader som menneskeret-
tigheder, HMS, miljg, etik og antikorruption er in-
tegreret i ejerstyringen gennem mal og strategier,
og er forankret i koncernledelsen og bestyrelsen.

| Hoffmann er forretningsetik adfeerd og fair kon-
kurrence afgerende. Vi modarbejder alle former
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for korruption, herunder bestikkelse og smerelse
(facilitation payments). Vi arbejder pa det danske
marked, hvor korruptionsniveauet er blandt ver-
dens laveste, og vi vurderer derfor at risikoen for
korruption er lav. Vores hovedfokus pa omradet
for forretningsetik er gavepolitik og CSR.

Hoffmann afholder labende kurser for egne med-
arbejdere i virksomhedens etiske regler og geel-
dende krav til antikorruption. Der er ikke konsta-
teret brud pa reglerne i 2021.

Konsfordeling jf. §99b og mangfoldighed jf.
§107d

Mangfoldighed og diversitet rummer et stort po-
tentiale. | Hoffmann er vi beviste om at have en
kultur og organisationssammensaetning der af-
spejler samfundet og byggebranchen i gvrigt.

Bestyrelsen i Hoffmann har fastsat et maltal for
det underrepraesenterede kan i bestyrelsen pa en
ud af fire, hvilket er lykkedes i fom. den seneste
bestyrelsesaendring. Pa nuvaerende tidspunkt ud-
ger det underrepraesenterede kon en af de gene-
ralforsamlingsvalgte medlemmer i bestyrelsen.
Arbejdet med at realisere og @ge maltallet frem-
adrettet vil ske under behgrige hensyntagen til, at
kvalificeret rekrutteringsgrundlag er en afggrende
faktor for malopfyldelsen. Blandt medarbejderre-
preesentanterne er der valgt en kvinde, saledes at
en ud af tre medarbejdervalgte repraesentanter er
en kvinde.

Ledelsen har en politik for at gge andelen af det
underrepraesenterede kan pa de gvrige ledelses-
niveauer, herunder virksomhedens afdelingsle-
dere, sektionsledere og teamledere. Det er malet
at antallet af kvinder i gvrige ledelsesniveauer
mindst skal vaere pa niveau med den samlede an-
del af kvindelige funktioneerer i virksomheden.

For at sikre malene kan opnas, benyttes til rekrut-
tering medier med brede malgrupper samt ved at
der ved udveelgelsen leegges vaegt pa mangfol-
dighed i ledelsen. Andelen af kvindelige funktio-
nzerer pa ledelsesniveau udger 11% (2020: 11%).
Det samlede antal kvindelige funktioneerer udger
16% (2020: 16%).

Transaktion 09222115557464092540

Dataetik

Hoffmann har ikke pa nuvaerende tidspunkt fast-
sat en politik for dataetik. Hoffmann har igangsat
arbejdet med at formalisere en politik for dataetik,
og det nuvaerende arbejde bestar i at identificere
og formulere de dataetiske principper, som er re-
levante for virksomhedens forretnings-aktiviteter.
Hoffmanns politik for dataetik forventes feerdig-
gjort i det kommende regnskabsar, og vil blive im-
plementeret i forlaangelse heraf.
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Belgb i 1.000 DKK Note 2021 2020
Nettoomsaetning 3,14 1.722.674 1.843.827
Produktionsomkostninger 4 1.499.308 1.622.195
Bruttoresultat 223.366 221.632
Administrationsomkostninger 45 82.022 87.088
Andre driftsindteegter 5.299 220
Resultat af primaer drift 146.643 134.764
Indtaegter fra kapitalandele i tilknyttede virksomheder 11 - 121
Finansielle indteegter 6 604 5.320
Finansielle omkostninger 7 595 1.130
Resultat for skat 146.652 139.075
Skat af arets resultat 8 32.277 31.353
Arets resultat 114.375 107.722
Anden totalindkomst efter skat - -
Anden totalindkomst i alt 114.375 107.722
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Belob i 1.000 DKK

Langfristede aktiver

Immaterielle aktiver

Grunde og bygninger

Tekniske anlaeg og maskiner

Andre anleeg, driftsmateriel og inventar
Kapitalandele i dattervirksomheder
Langfristede aktiver i alt

Kortfristede aktiver

Varebeholdninger

Tilgodehavender

Entreprisekontrakter

Tilgodehavender hos tilknyttede virksomheder
Tilgodehavende selskabsskat

Forudbetalte omkostninger

Likvide beholdninger

Kortfristede aktiver i alt

Aktiveri alt

Transaktion 09222115557464092540

Note 2021 2020
9 18.911 20.802
10 37.760 41.950
10 29.584 32.924
10 2.074 2.533
11 - -

88.329 98.208
13 3.997 3.955
18 151.967 129.529
14 14.509 12.728
929.982 931.979
- 21.407
30.740 47.543
14 31
1.131.209 1.147.173
1.219.538 1.245.380
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Belgb i 1.000 DKK Note 2021 2020
Egenkapital

Aktiekapital 69.369 69.369
Overfort resultat 166.968 154.492
Foreslaet udbytte 100.000 90.000
Egenkapital i alt 336.337 313.861

Forpligtelser
Langfristede forpligtelser

Udskudt skat 12 71.570 69.534
Garantiforpligtelser 15 125.809 99.572
Leasingforpligtelser 16 6.349 9.581
Langfristede forpligtelser i alt 203.728 178.688
Entreprisekontrakter 14 434.294 408.190
Garantiforpligtelser 15 31.453 63.721
Leasingforpligtelser 16 7.865 9.797
Leverandgrer af varer og tjenesteydelser 123.642 133.647
Selskabsskat 912 -
Anden geeld 81.307 137.476
Kortfristede gaeldsforpligtelser i alt 679.473 752.832

Forpligtelser i alt 883.201 931.519

Passiveri alt 1.219.538 1.245.380
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Belgb i 1.000 DKK Note 2021 2020

Pengestremme fra driftsaktivitet

Arets resultat 114.375 107.722
Reguleringer for ikke-likvide driftsposter m.v.:

Af- og nedskrivninger 9,10 17.366 20.472
Gevinster/tab ved salg af langfristede aktiver -5.227 216
Hensatte forpligtelser -6.031 14.028
Resultatandel efter skat i tilknyttede virksomheder - -121
Aktiebaseret transaktioner -1.899 -
Finansielle indteegter -604 -5.320
Finansielle omkostninger 595 1.130
Skat af arets resultat 32.277 31.353
Pengestromme fra primeer drift for &ndringer i driftskapital 150.852 169.480

AEndringer i driftskapital

Varebeholdninger -42 1.328
Tilgodehavender og forudbetalte omkostninger -5.635 53.447
Igangveerende entreprisekontrakter 24.323 89.244
Leverandgrgeeld og andre kortfristede forpligtelser -66.174 28.157
AEndringer i driftskapital -47.528 172.176
Renteindtaegter, modtaget 6 604 5.320
Renteomkostninger, betalt 7 -595 -1.130
Betalt selskabsskat -7.922 -28.150
Pengestremme fra driftsaktivitet 95.411 317.696

Pengestrom fra investeringsaktivitet

Investering i immaterielle aktiver 9 - -600
Investering i materielle aktiver 10 -11.641 -17.130
Salg af aktivitet 1.490 2.167
Andring i udlan til tilknyttede virksomheder 1.997 -182.109
Afhaendelse af materielle aktiver 7.890 7.221
Pengestremme fra investeringsaktivitet -190.451
AEndring i geeld til tilknyttede virksomheder - -30.920
Afdrag leasinggeeld 24 -5.164 -5.817
Udlodning fra datterselskab 11 - 18.785
Betalt udbytte 21 -90.000 -110.000
Pengestrem fra finansieringsaktivitet -127.952
Andring i likvider -17 -708
Likvider 1. januar 31 739
Likvider 31. december 14 31

Afstemning af likvider

Likvide beholdninger 14 31
Likvider i alt 31. december 14 31
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Belob i 1.000 DKK

Nettoopskriv-
. . ning efter Overfort Foreslaet
Aktiekapital indre veerdis resultat udbytte I alt
metode

Egenkapital 1. januar 2021 69.369 - 154.492 90.000 313.861
Totalindkomst i 2021

Arets resultat - - 114.375 - 114.375
Anden total indkomst - - - - -
Totalindkomst i alt - - 114.375 - 114.375
Transaktioner med ejere

IFRS 2- aktiebaserede transaktioner - - -1.899 - -1.899
Udloddet udbytte - - - -90.000 -90.000
Foreslaet udbytte til aktioneerer - - -100.000 100.000 0
Transaktioner med ejere i alt - - -101.899 10.000 -91.899

Egenkapital 31. december 2021 166.968 100.000 336.337

Egenkapital 1. januar 2020 69.369 5.414 131.356 110.000 316.139

Totalindkomst i 2020

Arets resultat - 121 107.602 107.722
Overfgrt opskrivning - -5.535 5.535 - -
Totalindkomst i alt - -5.414 113.136 - 107.722
Transaktioner med ejere

Udloddet udbytte - - - -110.000 -110.000
Foreslaet udbytte til aktioneerer - - -90.000 90.000 )
Transaktioner med ejere i alt - - -90.000 -20.000 -110.000

Egenkapital 31. december 2020 154.492 90.000 313.861
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OVERSIGT OVER NOTER TIL ARSREGNSKABET

Anvendt regnskabspraksis

Veesentlige regnskabsmaessige skon, forudsaetninger og vurderinger
Nettoomsaetning

Personaleomkostninger

Aktier til medarbejdere

Finansielle indtaegter

Finansielle udgifter

Skat af arets resultat

Immaterielle aktiver, inkl. nedskrivningstest

Materielle anlaegsaktiver

Kapitalandele i dattervirksomheder

Udskudt skat

Varebeholdninger

Kontraktaktiver og -forpligtelser

Garantiforpligtelser

Leasing

Finansielle risici og finansielle instrumenter - Risikostyringspolitik
Finansielle risici og finansielle instrumenter - Tilgodehavender
Efterfglgende begivenheder

Eventualforpligtelser og sikkerhedsstillelser

Egenkapital og kapitalstyring

Honorar til den generalforsamlingsvalgte revisor

Neertstaende parter

Geeldsforpligtelser fra finansieringsaktivitet

Ny regnskabsregulering
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NOTE 1
ANVENDT REGNSKABSPRAKSIS

Hoffmann A/S (Hoffmann) er et aktieselskab hjiemmehgrende i Danmark. Den finansielle del af arsrapporten
for perioden 1. januar - 31. december 2021 omfatter arsregnskabet for Hoffmann A/S.

Arsregnskabet for Hoffmann A/S for 2021 aflaegges i overensstemmelse med International Financial Repor-
ting Standards som godkendt af EU og yderligere krav i arsregnskabsloven.

Bestyrelse og direktion har den 1. marts 2022 behandlet og godkendt arsrapporten for 2021 for Hoffmann.
Arsrapporten foreleegges til Hoffmann A/S' aktionaerer til godkendelse p& den ordinaere generalforsamling
den 1. marts 2022.

Grundlag for udarbejdelse
Arsregnskabet er udarbejdet og baseret pa historisk kostpris.

Arsregnskabet praesenteres i danske kroner afrundet til naermeste 1.000 DKK.

Den anvendte regnskabspraksis, som er beskrevet nedenfor, er anvendt konsistent i regnskabsaret og for
sammenligningstallene.

AEndring af anvendt regnskabspraksis
Selskabet har implementeret de standarder og fortolkningsbidrag, der traeder i kraft for 2021. Ingen af disse
har pavirket indregning og maling i 2021 eller forventes at pavirke selskabet.

Vurdering af vaesentlighed

Arsregnskabet er et resultat af et stort antal transaktioner og aggregering heraf baseret pa deres art eller
funktion. De aggregerede transaktioner praesenteres i arsregnskabet med sammenlignelige transaktioner.
Safremt en regnskabspost ikke er individuelt veesentlig, praesenteres den sammen med andre poster af
lignende karakter enten i arsregnskabet eller i noterne til arsregnskabet.

Virksomhedssammenslutninger

Nyerhvervede virksomheder indregnes i arsregnskabet fra overtagelsestidspunktet. Sammenligningstal kor-
rigeres ikke for nyerhvervede virksomheder.

Ved kgb af nye virksomheder, hvori selskabet opnar bestemmende indflydelse over den kgbte virksomhed,
anvendes overtagelsesmetoden. De tilkgbte virksomheders identificerbare aktiver, forpligtelser og eventu-
alforpligtelser males til dagsveerdi pa overtagelsestidspunktet. Identificerbare immaterielle aktiver indreg-
nes, hvis de kan udskilles eller udspringer fra en kontraktlig ret. Der indregnes udskudt skat af de foretagne
omvurderinger.

Overtagelsestidspunktet er det tidspunkt, hvor selskabet faktisk opnar kontrol over den overtagne virksom-
hed.

Positive forskelsbelgb (goodwill) mellem pa den ene side kebsvederlaget og pa den anden side dagsveer-
dien af de overtagne identificerbare aktiver, forpligtelser og eventualforpligtelser indregnes som goodwiill
under immaterielle aktiver. Goodwill afskrives ikke, men testes minimum arligt for nedskrivningsbehov.

Ved overtagelsen henfagres goodwill til de pengestramsfrembringende enheder, der efterfglgende danner
grundlag for nedskrivningstest. Negative forskelsbelab (negativ goodwill) indregnes i arets resultat pa over-
tagelsestidspunktet.

Kgbsvederlaget for en virksomhed bestar af dagsvaerdien af det aftalte vederlag i form af overdragne akti-
ver, patagne forpligtelser og udstedte egenkapitalinstrumenter. Hvis dele af kebsvederlaget er betinget af
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fremtidige begivenheder eller opfyldelse af aftalte betingelser, indregnes denne del af kabsvederlaget til
dagsveerdi pa overtagelsestidspunktet.

Omkostninger, afholdt i forbindelse med virksomhedskegb, indregnes i administrationsomkostninger i afhol-
delsesaret.

Hvis der pa overtagelsestidspunktet er usikkerhed om identifikation eller maling af overtagne aktiver, for-
pligtelser eller eventualforpligtelser eller fastleeggelsen af kgbsvederlaget, sker indregning pa baggrund af
forelgbigt opgjorte vaerdier. Hvis det efterfglgende viser sig, at identifikation eller maling af kebsvederlaget,
overtagne aktiver, forpligtelser eller eventualforpligtelser var forkert ved fgrste indregning reguleres opgga-
relsen med tilbagevirkende kraft, herunder goodwill, indtil 12 maneder efter overtagelsen, og sammenlig-
ningstal tilpasses. Herefter reguleres goodwill ikke. Z£Endringer i sk@n over betingede kebsvederlag indreg-
nes i arets resultat.

Omregning af fremmed valuta

Transaktioner i fremmed valuta omregnes ved farste indregning til den funktionelle valuta efter transakti-
onsdagens kurs. Valutakursdifferencer, der opstar mellem transaktionsdagens kurs og kursen pa betalings-
dagen, indregnes i resultatopggrelsen under finansielle indtaegter eller omkostninger.

Tilgodehavender, geeld og andre monetaere poster i fremmed valuta omregnes til den funktionelle valuta til
balancedagens valutakurs. Forskellen mellem balancedagens kurs og kursen pa tidspunktet for tiigodeha-
vendes eller geeldens opstaen eller kursen i den seneste arsrapport indregnes i resultatopggrelsen under
finansielle indtaegter og omkostninger.

Nettoomsaetning

Selskabets omsaetning omfatter entreprisekontrakter, hvor der leveres og renoveres anlaeg og byggeri med
hgj grad af individuel kundetilpasning og boligprojekter.

Omseetning indregnes, nar kontrollen over den enkelte identificerbare leveringsforpligtelse overgar til kun-
den.

Den indregnede omsaetning males til dagsveerdien af det aftalte vederlag ekskl. moms og afgifter opkraevet
pa vegne af tredjepart. Alle former for afgivne rabatter indregnes i omseetningen.

Dagsveerdien svarer til den aftalte pris tilbagediskonteret til nutidsvaerdi, hvor betalingsbetingelserne over-
skrider 12 maneder.

Den del af det samlede vederlag der er variabel, f.eks. i form af rabatter, bonusbetalinger, bodsbetalinger
m.v., indregnes farst i omsaetningen, nar det er overvejende sikkert, at der ikke i efterfelgende perioder vil
skulle ske tilbagefgrsel heraf.

Entreprisekontrakter

Entreprisekontrakter omfatter levering af arbejder med hgj grad af individuel kundetilpasning. Entreprise-
kontrakterne omfatter typisk én leveringsforpligtelse, der indregnes Igbende i omsaetningen, i takt med at
produktionen udfares, hvorved omsaetningen svarer til salgsveerdien af arets udfarte arbejder.

Den Igbende overfarsel af kontrollen af det udfarte arbejde sker fordi opfarelsen sker pa kundens ejendom,
hvorved ejendomsretten og dermed kontrollen overgar til kunden i takt med arbejdets udfarelse.

Indregning sker ved brug af inputbaserede opgarelsesmetoder baseret pa faktisk afholdte omkostninger i
forhold til samlede forventede omkostninger, idet denne metode vurderes bedst at afspejle den Igbende
overdragelse af kontrol.

Nar resultatet af en entreprisekontrakt ikke kan skgnnes palideligt, indregnes omsaetning kun svarende til
de medgaede omkostninger, i det omfang det er sandsynligt, at de vil blive genindvundet.
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Betalingsbetingelser i selskabets salgsaftaler

Betalingsbetingelserne i selskabets salgsaftaler med kunder afhaenger dels af den underliggende leverings-
forpligtelse og dels af det underliggende kundeforhold.

For salg af entreprisekontrakter, hvor der sker en Igbende overdragelse af kontrollen, vil betalingsmenstret
typisk veere, at der Igbende - typisk manedligt - anmodes om acontobetalinger i henhold til en betalingsprofil.
De aftalte acontofaktureringer afspejler ikke ngdvendigvis det udfgrte arbejde, hvilket afspejles i balancen
som entreprisekontrakter under forpligtelser.

Selskabet indgar typisk ikke salgsaftaler, hvor kredittiden overstiger 12 maneder. Selskabet justerer derfor
ikke den aftalte kontraktpris med et finansieringselement. Pa stgrre projekter anmodes tillige om sikker-
hedsstillelse i form af forudbetalinger.

Pa disse projekter vil kunder typisk veere berettiget til at tilbageholde en andel af den samlede betaling, indtil
tilfredsstillende funktionalitet pa de solgte produkter er bekraeftet og accepteret af kunden.

Produktionsomkostninger

Produktionsomkostninger omfatter omkostninger, der afholdes for at opna arets omsaetning. | produktions-
omkostninger indgéar direkte og indirekte produktionsomkostninger til ravarer og hjeelpematerialer, lan og
gager, leje og leasing samt af- og nedskrivninger pa produktionsanlaeg. Desuden indregnes forventede tab
pa entreprisekontrakter.

Aktiebaseret vederlaggelse

Moderselskabet, Veidekke ASA tilbyder medarbejdere i koncernen, herunder medarbejdere i Hoffmann A/S,
en gang arligt at kgbe aktier i Veidekke ASA med en rabat i forhold til markedskursen. Ledende medarbej-
dere tilbydes en gang om aret aktieoptioner. Aktierabat-programmet behandles regnskabsmaessigt som et
egenkapitalbaseret program efter reglerne i IFRS 2.

Forskellen mellem markedskursen og udnyttelseskursen indregnes i totalindkomstopggrelsen pa tidspunk-
tet for tildeling af aktierne under administrationsomkostninger med modpost pa egenkapitalen, i det omfang
transaktionen repraesenterer et koncerntilskud. Markedskursen opggres som den veegtede gennemsnitlige
barskurs for Veidekke ASA i medarbejdernes bestillingsperiode.

Recharges mellem Hoffmann og moderselskabet, Veidekke ASA, indregnes direkte pa egenkapitalen, i det
omfang transaktionen repraesenterer tilbagebetaling af modtagne kapitaltilskud.

For yderligere information henvises til note 5.

Administrationsomkostninger

| administrationsomkostninger indregnes omkostninger, der er afholdt i aret til ledelse og administration,
herunder omkostninger til det administrative personale, kontorlokaler og kontoromkostninger samt af- og
nedskrivninger pa materielle aktiver. Desuden indgar nedskrivninger af tilgodehavender fra salg.

Andre driftsindtagter og -omkostninger
Andre driftsindtaegter og -omkostninger indeholder regnskabsposter af sekundaer karakter i forhold til virk-
somhedernes aktiviteter, herunder fortjeneste og tab ved lgbende salg og udskiftning af materielle aktiver.

Fortjeneste og tab ved salg af materielle aktiver opgeres som salgsprisen med fradrag af salgsomkostninger
og den regnskabsmaessige veerdi pa salgstidspunktet.

Finansielle indtaegter og omkostninger

Finansielle indtaegter og omkostninger indeholder renter, valutakursgevinster og -tab vedr. transaktioner i
fremmed valuta. Desuden indgar amortisering af finansielle aktiver og forpligtelser, herunder finansielle lea-
singforpligtelser, tillaeg og godtgerelser under acontoskatteordningen.
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Indkomstskat

Skat af arets resultat

Hoffmann er sambeskattet med alle danske dattervirksomheder og gvrige danske tilknyttede virksomheder.
Den aktuelle danske selskabsskat fordeles mellem de sambeskattede selskaber i forhold til disses skatte-
pligtige indkomster. De sambeskattede selskaber indgar i acontoskatteordningen.

Arets skat, der bestar af arets aktuelle skat og sendring i udskudt skat, indregnes i arets resultat, i anden
totalindkomst eller direkte i egenkapitalen, hvilket afhaenger af transaktionen hvortil skatten relaterer sig til.

Betalbar skat og udskudt skat

Aktuelle skatteforpligtelser og tilgodehavende aktuel skat indregnes i balancen som beregnet skat af arets
skattepligtige indkomst, reguleret for skat af tidligere ars skattepligtige indkomster og for betalte aconto-
skatter.

Udskudt skat males efter den balanceorienterede gaeldsmetode af alle midlertidige forskelle mellem regn-
skabsmaessig og skattemeessig veerdi af aktiver og forpligtelser. Der indregnes dog ikke udskudt skat af
midlertidige forskelle vedr. skattemeessigt ikke-afskrivningsberettiget kontorejendomme samt andre poster,
hvor midlertidige forskelle - bortset fra virksomhedsovertagelser - er opstaet pa anskaffelsestidspunktet
uden at have effekt pa resultat eller skattepligtig indkomst.

| de tilfeelde, hvor opgerelse af skattevaerdien kan foretages efter forskellige beskatningsregler, males ud-
skudt skat pa grundlag af den af ledelsen planlagte anvendelse af aktivet henholdsvis afvikling af forpligtel-
sen.

Udskudte skatteaktiver, herunder skattevaerdien af fremfgrselsberettigede skattemeessige underskud, ind-
regnes under andre langfristede aktiver med den veerdi, hvortil de forventes at blive anvendt, enten ved
udligning i skat af fremtidig indtjening eller ved modregning i udskudte skatteforpligtelser inden for samme
juridiske skatteenhed og jurisdiktion. Udskudte skatteaktiver vurderes arligt og indregnes kun i det omfang,
det er sandsynligt, at de vil blive udnyttet.

Udskudte skatteaktiver og skatteforpligtelser modregnes, hvis selskabet har en juridisk ret til at modregne
aktuelle skatteforpligtelser og skatteaktiver og har til hensigt enten at indfri aktuelle skatteforpligtelser og
skatteaktiver pa nettobasis eller at realisere aktiverne og forpligtelserne samtidigt.

Der foretages regulering af udskudt skat vedr. foretagne elimineringer af urealiserede koncerninterne avan-
cer og tab.

Udskudt skat males pa grundlag af de skatteregler og skattesatser, der med balancedagens lovgivning vil
veere geeldende, nar den udskudte skat forventes udlagst som aktuel skat.
Andring i udskudt skat som felge af aendringer i skattesatser indregnes i arets totalindkomst.

Immaterielle aktiver

Goodwill

Goodwill indregnes ved fagrste indregning i balancen til kostpris som beskrevet under virksomhedssammen-
slutninger. Efterfglgende males goodwill til kostpris med fradrag af akkumulerede nedskrivninger. Der fore-
tages ikke amortisering af goodwiill.

Den regnskabsmaessige veerdi af goodwill allokeres til selskabets pengestremsfrembringende enheder pa

overtagelsestidspunktet. Fastlaeggelsen af pengestremsfrembringende enheder folger den ledelsesmaes-
sige struktur og interne gkonomistyring.
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Andre immaterielle aktiver
Andre immaterielle aktiver, herunder immaterielle aktiver erhvervet i forbindelse med virksomhedssammen-
slutninger, males til kostpris med fradrag af akkumulerede af- og nedskrivninger.

Andre immaterielle aktiver afskrives linezert over den forventede brugstid, der udgeres af kunderettigheder
som afskrives over maksimalt 3 ar.

Materielle aktiver
Grunde og bygninger, produktionsanlaeg og maskiner samt andre anleeg, driftsmateriel og inventar males
til kostpris med fradrag af akkumulerede af- og nedskrivninger.

Kostprisen omfatter anskaffelsesprisen og omkostninger direkte tilknyttet anskaffelsen indtil det tidspunkt,
hvor aktivet er klar til brug. Kostprisen tillaegges nutidsveerdien af skannede forpligtelser til nedtagning og
bortskaffelse af aktivet samt til retablering af det sted, aktivet blev anvendt.

For finansielt leasede aktiver opggres kostprisen til laveste veerdi af aktivernes dagsvaerdi eller nutidsvaer-
dien af de fremtidige minimumsydelser. Ved beregning af nutidsveerdien anvendes leasingaftalernes interne
rentefod eller koncernens alternative lanerente som diskonteringsfaktor.

Bygninger og gvrige aktiver afskrives lineaert. De forventede brugstid udger:
e Bygninger 15-50 ar
e Produktionsanlaeg og maskiner 3-15 ar
o Driftsmaterial og inventar 3-15 ar
e Grunde afskrives ikke

Nedskrivningstest af langfristede aktiver
Goodwill og andre immaterielle aktiver med udefinerbar brugstid testes arligt for nedskrivningsbehov.

Den regnskabsmaessige vaerdi af goodwill testes for nedskrivningsbehov sammen med @vrige langfristede
aktiver i den pengestremsfrembringende enhed eller den gruppe af pengestremsfrembringende enheder,
hvortil goodwill er allokeret, og nedskrives til geninvindingsvaerdi over resultatopgerelsen, hvis den regn-
skabsmaessige veerdi er hgijere.

Geninvindingsveerdien opgg@res som hovedregel som nutidsveerdien af de forventede fremtidige penge-
stramme fra den virksomhed eller aktivitet (pengestreamsfrembringende enhed) som goodwill er knyttet til.

Den regnskabsmaessige veerdi af gvrige langfristede aktiver vurderes arligt for at afgare, om der er indika-
tion pa behov for nedskrivninger. Nar en sadan indikation er til stede, beregnes aktivets genindvindings-
veerdi. Genindvindingsveerdien er den hgjeste af aktivets dagsveerdi med fradrag af forventede afhaendel-
sesomkostninger eller nyttevaerdi.

Nytteveerdien beregnes som nutidsveerdien af forventede fremtidige pengestramme fra aktivet eller den
pengestrgmsfrembringende enhed, som aktivet er en del af.

En nedskrivning indregnes, nar den regnskabsmeaessige veerdi af et aktiv henholdsvis en pengestrgms-
frembringende enhed overstiger aktivets eller den pengestreamsfrembringende enheds genindvindings-
veerdi. Nedskrivningen indregnes i resultatopggrelsen under henholdsvis produktions-, og administrations-
omkostninger.
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Nedskrivninger pa goodwill tilbagefares ikke. Nedskrivninger pa andre aktiver tilbageferes i det omfang, der
er sket aendringer i de forudsaetninger og skgn, der fgrte til nedskrivningen eller positiv udvikling i de gvrige
forudseetninger.

Nedskrivninger tilbagefgres kun i det omfang aktivets nye regnskabsmaessige veerdi ikke overstiger den
regnskabsmaessige veerdi, aktivet ville have haft efter afskrivninger, hvis aktivet ikke havde veeret nedskre-
vet.

Varebeholdninger
Varebeholdninger males til kostpris opgjort efter FIFO-metoden eller nettorealisationsveerdien, hvis denne
er lavere.

Kostpris for handelsvarer og ravarer og hjaeelpematerialer omfatter anskaffelsespris med tilleeg af hjemtagel-
sesomkostninger.

Nettorealisationsvaerdien for varebeholdninger opggres som salgssum med fradrag af feerdiggarelsesom-
kostninger og omkostninger, der afholdes for at effektuere salget, og fastsaettes under hensyntagen til om-
saettelighed, ukurans og udvikling i forventet salgspris.

Tilgodehavender

Tilgodehavender males til amortiseret kostpris. Nedskrivning til imgdegaelse af tab foretages efter den sim-
plificerede expected credit loss-model, hvorefter det samlede tab indregnes straks i resultatopgarelsen pa
samme tidspunkt som tilgodehavendet indregnes i balancen pa baggrund af det forventede tab i tilgodeha-
vendets samlede levetid.

Indteegtsfarelsen af renter pa nedskrevne tilgodehavender beregnes pa den nedskrevne veerdi med den
effektive rente for det enkelte tilgodehavende eller portefalje.

For finansielle aktiver vedr. tiigodehavender fra entreprisekontrakter anvendes den simplificerede expected
credit-loss-model, hvor det forventede tab over det finansielles aktivs levetid indregnes straks i resultatop-
gorelsen.

Entreprisekontrakter
Entreprisekontrakter males til salgsvaerdien af det udfgrte arbejde fratrukket aconto faktureringer.

Salgsveerdien males pa baggrund af faerdiggerelsesgraden pa balancedagen og de samlede forventede
indteegter pa den enkelte kontrakt. Feerdiggerelsesgraden fastlaegges pa baggrund af en vurdering af det
udfgrte arbejde, normalt beregnet som forholdet mellem de afholdte omkostninger og de samlede forven-
tede omkostninger til den pagaeldende entreprise.

Nar det er sandsynligt, at de samlede entrepriseomkostninger for en entreprisekontrakt vil overstige den
samlede entrepriseomsaetning, indregnes det forventede tab pa entreprisekontrakten straks som en om-
kostning og en hensat forpligtelse.

Nar resultatet af en entreprisekontrakt ikke kan sk@nnes palideligt, males salgsveerdien kun svarende til de
medgaede omkostninger, i det omfang det er sandsynligt, at de vil blive genindvundet.

Entreprisekontrakter, hvor salgsveerdien af det udfgrte arbejde overstiger aconto faktureringer, indregnes i

en seerskilt post under aktiver. Entreprisekontrakter, hvor aconto faktureringer overstiger salgsveerdien, ind-
regnes under forpligtelser.
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Forudbetalinger fra kunder indregnes under forpligtelser.

Likvider
Likvider omfatter likvide beholdninger, hvorpa der kun er ubetydelige risici for veerdizendringer.

Indestdende pa koncernens cash pool-ordning anses som fglge af ordningens karakter ikke som likvide
beholdninger, men indgar i regnskabsposten tilgodehavender hos tilknyttede virksomheder.

Medarbejderforpligtelser

Forpligtelser vedr. bidragsbaserede pensionsordninger, hvor selskabet Igbende indbetaler faste pensions-
bidrag til uafheengige pensionsselskaber, indregnes i resultatopgerelsen under henholdsvis produktionsom-
kostninger eller administrationsomkostninger afhaengig af medarbejderens funktion i den periode de optje-
nes, og skyldige belgb indregnes i balancen under anden geeld.

Garantiforpligtelser

Garantiforpligtelser indregnes, nar selskabet som fglge af en begivenhed indtruffet for eller pa balance-
dagen har en retlig eller faktisk forpligtelse, og det er sandsynligt, at der ma afgives skonomiske fordele for
at indfri forpligtelsen. Garantiforpligtelser bliver opgjort ud fra erhvervsmeessige erfaringer fra 1- og 5-ars
gennemgang af entrepriseprojekter.

Garantiforpligtelser males til ledelsens bedste skan over det belgb, hvormed forpligtelsen forventes at kunne
indfries.

Ved malingen af garantiforpligtelser foretages tilbagediskontering af de omkostninger, der er ngdvendige
for at afvikle forpligtelsen, hvis dette har en veesentlig effekt pa malingen af forpligtelsen.

Der indregnes en hensat forpligtelse vedr. tabsgivende kontrakter, nar de forventede fordele for selskabet
fra en kontrakt er mindre end de uundgaelige omkostninger i henhold til kontrakten.

Finansielle forpligtelser
Finansielle forpligtelser omfatter blandt andet geeld til leverandarer og tilknyttede virksomheder. Finansielle
forpligtelser males til amortiseret kostpris.

Leasingkontrakter
Et leasingaktiv og en leasingforpligtelse indregnes i balancen, nar selskabet i henhold til en indgaet leasing-
aftale vedr. et specifikt identificerbart aktiv far stillet leasingaktivet til radighed i leasingperioden, og nar
selskabet opnar ret til stort set alle de gkonomiske fordele fra brugen af det identificerede aktiv og retten til
at bestemme over brugen af det identificerede aktiv.
Leasingforpligtelser males ved fgrste indregning til nutidsveerdien af de fremtidige leasingydelser tilbage-
diskonteret med en alternativ lanerente. Folgende leasingbetalinger indregnes som en del af leasingforplig-
telsen:
o Faste betalinger
e Variable betalinger, som andrer sig i takt med aendringer i et indeks eller en rente, baseret pa geel-
dende indeks eller rente
o Skyldige betalinger under en restveerdigaranti
o Udnyttelsesprisen for kabsoptioner, som ledelsen med hgj sandsynlighed forventer at udnytte
e Betalinger omfattet af en forleengelses-option, som selskabet med hgj sandsynlighed forventer at ud-
nytte
o Bod relateret til en opsigelsesoption, medmindre selskabet med hgj sandsynlighed ikke forventer at
udnytte optionen
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Leasingforpligtelsen méales til amortiseret kostpris under den effektive rentes metode. Leasingforpligtelsen
genberegnes, nar der er eendringer i de underliggende kontraktuelle pengestremme fra sendringer i et in-
deks eller en rente, hvis der er andringer i selskabets estimat af en restvaerdigaranti, eller hvis selskabet
aendrer sin vurdering af om en kabs-, forlaengelses- eller opsigelsesoption med rimelig sandsynlighed for-
ventes udnyttet.

Leasingaktivet males ved ferste indregning til kostpris, hvilket svarer til veerdien af leasingforpligtelsen kor-
rigeret for forudbetalte leasingbetalinger med tillaeg af direkte relaterede omkostninger og estimerede om-
kostninger til nedrivning, istandseettelse eller lignende og fratrukket modtagne rabatter eller andre typer af
incitamentsbetalinger fra leasinggiver.

Efterfelgende males aktivet til kostpris fratrukket akkumulerede af- og nedskrivninger. Leasingaktivet afskri-
ves over den Korteste af leasingperioden og leasingaktivets brugstid. Afskrivningerne indregnes lineaert i
resultatopggrelsen.

Leasingaktivet justeres for eendringer i leasingforpligtelsen som felge af aendringer i vilkarene i leasingafta-
len eller eendringer i kontraktens pengestremme i takt med aendringer i et indeks eller en rente.

Leasingaktiver afskrives linegert over den forventede lejeperiode, der udger:
e Driftsmateriel 1-5 ar
e Ejendomme 5-10 ar

Selskabet praesenterer leasingaktivet og leasingforpligtelsen szerskilt i balancen.

Selskabet har valgt at undlade at indregne leasingaktiver med lav veaerdi og Kortfristede leasingaftaler i ba-
lancen. | stedet indregnes leasingydelser vedr. disse leasingaftaler linezert i resultatopgarelsen.

Kapitalandele i dattervirksomheder
Kapitalandele i dattervirksomheder males efter den indre vaerdis metode.

Kapitalandele i dattervirksomheder males til den forholdsmaessige andel af virksomhedernes indre vaerdi
opgjort efter selskabets regnskabspraksis med fradrag eller tillazeg af urealiserede koncerninterne avancer
og tab med tillaeg eller fradrag af positiv eller negativ goodwill opgjort efter overtagelsesmetoden.

Kapitalandele i dattervirksomheder med regnskabsmaessig negativ indre veerdi males til 0 DKK, og et even-
tuelt tilgodehavende hos disse virksomheder nedskrives i det omfang, tilgodehavendet er uerholdeligt. | det
omfang modervirksomheden har en retlig eller faktisk forpligtelse til at daekke en underbalance der oversti-
ger tilgodehavendet, indregnes det resterende belab som en forpligtelse.

Nettoopskrivning af kapitalandele i dattervirksomheder vises som en reserve for nettoopskrivninger efter
den indre veerdis metode i egenkapitalen i det omfang den regnskabsmaessige vaerdi overstiger kostprisen.

Pengestromsopgeorelse
Pengestremsopgerelsen praesenterer pengestramme fordelt pa drifts-, investerings- og finansierings-akti-
vitet for aret, arets forskydning i likvider samt likvider ved arets begyndelse og slutning.

Likviditetsvirkningen af kgb og salg af virksomheder vises separat under pengestremme fra investerings-

aktivitet. | pengestreamsopgerelsen indregnes erhvervede virksomheders pengestreamme fra overtagelses-
tidspunktet, og solgte virksomheders pengestrgamme indregnes frem til salgstidspunktet.
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Pengestreamme fra driftsaktivitet opggres efter den indirekte metode med udgangspunkt i resultat efter skat
reguleret for ikke-kontante driftsposter, sendring i driftskapital, modtagne og betalte renter, modtagne ud-
bytter og betalt selskabsskat.

Pengestresmme fra investeringsaktivitet omfatter betaling i forbindelse med kab og salg af virksomheder og
aktiviteter, kab og salg af immaterielle, materielle og andre langfristede aktiver samt veerdipapirer, der ikke
praesenteres som likvider.

Pengestreamme fra finansieringsaktivitet omfatter sendringer i starrelse eller sammensaetning af aktiekapital
og omkostninger forbundet hermed samt optagelse af 1an, afdrag pa rentebaerende gaeld samt betaling af
udbytte til aktionzerer.

Likvider omfatter alene likvide beholdninger.

Pengestramme i andre valutaer end den funktionelle valuta omregnes med gennemsnitlige valutakurser,
medmindre disse afviger vaesentligt fra transaktionsdagens kurser.

NOTE 2
VASENTLIGE REGNSKABSMASSIGE SKGN, FORUDSATNINGER OG VURDERINGER

Opggerelsen af den regnskabsmaessige veerdi af visse aktiver og forpligtelser kraever vurderinger, skan og
forudseetninger om fremtidige begivenheder.

De foretagne sk@n og forudsaetninger er bl.a. baseret pa historiske erfaringer og andre faktorer, som ledel-
sen vurderer forsvarlige efter omstaendighederne, men som i sagens natur er usikre og uforudsigelige.

Forudseetningerne kan vaere ufuldsteendige eller ungjagtige, og uventede begivenheder eller omstaendig-
heder kan opsta. Som fglge af de risici og usikkerheder, som selskabet er underlagt, kan faktiske udfald
afvige fra de foretagne skan.

Det kan vaere ngdvendigt at aendre tidligere foretagne sken som fglge af aendringer i de forhold, der |4 til
grund for disse skgn eller pa grund af ny viden eller efterfglgende begivenheder.

Skan, der er seerligt vaesentlige for regnskabsaflaeggelsen, foretages bl.a. ved indregning og maling af en-
treprisekontrakter, indregning af garanti-forpligtelser og goodwiill.

Entreprisekontrakter
Ledelsen vurderer ved kontraktsindgaelse, hvorvidt entrepriserne har en sa hgj grad af individuel tilpasning,
at aftalerne opfylder kriterierne for indregning over tid. | vurderingen indgar blandt andet en analyse af kon-
traktens bestemmelser om:

e Graden af byggeriets kundetilpasning

e Tidspunkt for overdragelse af juridisk kontrol

o Betalingsbetingelser, herunder ved fgrtidig ophaevelse af kontrakt

Ledelsen har vurderet at selskabets entreprisekontrakter opfylder kriterierne for indregning over tid, samt at
der for disse for det veesentligste er tale om én leveringsforpligtelse, hvor indregningen af salgsvaerdien af
kontrakterne over tid bedst afspejles ved anvendelse af en inputmetode baseret pa afholdte omkostninger
i forhold til budgetterede budgetomkostninger.

Projektledelsen foretager manedligt en skensmaessig vurdering af entrepriseprojektets stade og gkonomi,
herunder omkostninger til faerdiggaerelse og eventuelle tvister.

Side 25

Transaktion 09222115557464092540 Signeret TBN, JB, JWP, SHS, AWH, JL, CTJ, MTL, MD, HGP ~ ———




ARSRAPPORT 2021 m
NOTER

Sken vedr. tvister, ekstraarbejder, tidsfristforleengelser m.v. baseres pa tidligere erfaring og opgearelse af
sandsynligheden af forskellige udfald.

Kombinationen af projektledernes erfaring, interne forretningsprocesser og retningslinjer understgtter at en-
treprisekontrakter indregnes og males palideligt.

For yderligere information henvises til note 14.

Henseaettelser til garantier
Garantiforpligtelser relaterer sig til et- og femars gennemgang af bygge- og anlaegsprojekter.

Henseettelser til garantier bliver foretaget ud fra en konkret vurdering af de enkelte bygge- og anlaegspro-
jekter i dialog med den projektansvarlige.

Hensaettelser bliver opgjort baseret pa input omkring den konkrete sag og erfaringsgrundlag fra tidligere
bygge- og anlaegsprojekter med lignende leveringer.

Vurdering af udfaldet af de enkelte sager, er forbundet med en hgj grad af usikkerhed, hvorfor de indregnede
garantiforpligtelser med tiden vil afvige fra det oprindelige indregnede estimat.

For yderligere information henvises til note 15.

Nedskrivningstest for goodwill
Ved udarbejdelse af nedskrivningstest for goodwill indgar en reekke forudseetninger, der er baseret pa en
reekke skensmeessige antagelser.

Beregning af nytteveerdien er baseret pa nutidsveerdien af de fremtidige forventede nettopengestremme
beregnet pa baggrund af budgetter og forventede investeringer for de kommende fire ar samt en terminal-
periode.

Ved beregning af nytteveerdien pa baggrund af fremtidige nettopengestremme indgar desuden diskonte-
ringsfaktor og terminalvaekst, der begge er baseret pa en reekke skensmaessige antagelser ved fastleeggel-
sen.

For yderligere information henvises til note 9.
Vasentlige regnskabsmaessige vurderinger ved anvendelse af den valgte regnskabspraksis

Som led i anvendelsen af selskabets regnskabspraksis foretager ledelsen vurderinger, ud over skgnsmees-
sige vurderinger, som kan have vaesentlig indvirkning pa de i arsregnskabet indregnede belgb.
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NOTE 3
NETTOOMSATNING

Selskabets omsaetning bestar af kontraktarbejder indenfor entreprisearbejder:

Nettoomsaetningen fordeler sig saledes:

Belgb i 1.000 DKK 2021 2020
Salgsveerdi af arets produktion pa entrepriser m.v. 1.722.674 1.843.827
Nettoomsaetning i alt 1.722.674 1.843.827

Tidspunkt for indregning af omseetning:

Over tid 1.722.674 1.843.827
P4 et bestemt tidspunkt - -
Nettoomsaetning i alt 1.722.674 1.843.827
NOTE 4

PERSONALEOMKOSTNINGER

Belgb i 1.000 DKK 2021 2020
Lgnninger og gager 280.102 286.605
Pensioner 20.433 20.891
Andre omkostninger til social sikring 998 1.056
Gennemsnitligt antal medarbejdere 439 465

Aflenning af neglemedarbejdere:

Gager og honorarer 32.328 38.764
Pensionsbidrag 3.030 2.894
Andre omkostninger til social sikring 20 181
Aflenning af noglemedarbejdere i alt 35.378 41.839

Vederlag til direktionen er med henvisning til arsregnskabslovens §98,3, stk. 3 ikke seerskilt oplyst.
Der er ikke udbetalt vederlag til bestyrelsen i 2020 og 2021.

NOTE 5

AKTIER TIL MEDARBEJDERNE

En gang arligt har alle medarbejdere i Hoffmann mulighed for at kebe aktier i moderselskabet Veidekke
ASA med rabat i forhold til bgrskursen. Ledende medarbejdere tilbydes en gang om aret at kabe aktie-
optioner.

Veerdien af aktierabatprogrammet er baseret pa Black-Scholes modellen. Grundet koncerninterne forhold
blev udbud af aktier i 2020 udskudt til 2021.

Lan til ledende medarbejdere er optaget via tredjepart og er i gjeblikket rentefrie og afdrages med 5% om
aret. Lanene kan tilbagekaldes efter ti ar og er sikret med sikkerhed i de tildelte aktier.

For gvrige medarbejdere tilbydes en lgntraeksordning med tilbagebetaling over 12 méaneder.
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Beleb i 1.000 DKK

Salg af aktier til medarbejdere

Salg af aktier i Veidekke ASA til medarbejdere (antal aktier)
Omkostningsfert rabat

Rabat relateret til gruppens aktie- og optionsprogram

Aktielan til medarbejdere

Aktielan til ledende medarbejdere via tredjepart til brug for keb af Veidekke aktier
Antal af ledende medarbejdere med aktielan

Aktielan til alle medarbejdere

Antal medarbejdere med aktielan

NOTE 6
FINANSIELLE INDTAGTER

Belgb i 1.000 DKK

Renter af mellemvaerende med tilknyttede virksomheder
@dvrige renteindteegter

Valutakursgevinster mv.

Finansielle indtzegter i alt

NOTE 7
FINANSIELLE UDGIFTER

Belgb i 1.000 DKK

Renter af mellemvaerende med tilknyttede virksomheder
Renter af lan, bankgaeld mv.

Renter, leasingforpligtelser

@vrige renteudgifter

Finansielle omkostninger i alt

NOTE 8
SKAT AF ARETS RESULTAT

Belgb i 1.000 DKK

Arets skat kan opdeles saledes:
Skat af arets resultat

Forskydning i udskudt skat
Regulering vedrgrende tidligere &r
Arets skat i alt
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2021 2020
108.402 -
510 -
1.899 -
780 1.189

5 7

2 -

2 -

2021 2020
555 4.953

3 4

46 363

604 5.320
2021 2020
134 182

- 2

409 852

52 95

595 1.130
2021 2020
30.282 9.958
2.036 21.424
-41 -30
32.277 31.353
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Skat af arets resultat kan forklares saledes:

Beregnet 22% (22% i 2020) skat af resultat for skat 32.263 30.597
Ikke-fradragsberettigede omkostninger i gvrigt 153 307
Andel af resultat efter skat i dattervirksomheder - 2
Effekt vedr. medarbejderaktier -418 -
Regulering af skat vedrgrende tidligere ar -41 -30
Skat vedr. salg af ikke afskrivningsberettiget goodwiill 320 477
Arets skat i alt 32.277 31.353
Effektiv skatteprocent 22,0% 22,5%
NOTE 9
IMMATERIELLE AKTIVER
Belgb i 1.000 DKK 'f;:‘t‘l’;‘é o Gooawill 'mmateriete
Kostpris 1. januar 2020 2.900 30.049 32.949
Tilgang i aret 600 - 600
Afgang i aret - 2167 2167
Kostpris 31. december 2020 3.500 27.882 31.382
Tilgang i aret - - -
Afgang i aret - 1.490 1.490
Kostpris 31. december 2021 3.500 26.392 29.892
Af- og nedskrivninger 1. januar 2020 2.399 7.781 10.580
Arets afskrivninger 400 - 400
Tilbagefarte afskrivninger péa arets afgange - - -
Af- og nedskrivninger 31. december 2020 2,799 7.781 10.580
Arets afskrivninger 401 - 401
Tilbagefarte afskrivninger pa arets afgange - - -
Af- og nedskrivninger 31. december 2021 3.200 7.781 10.981

Regnskabsmaessig vaerdi 31. december 2021

Regnskabsmassig vardi 31. december 2020

Belgb i 1.000 DKK 2021 2020

Afskrivninger indgar under administrationsomkostninger 401 400

Nedskrivningstest

Ledelsen har pr. 31. december 2021 testet den regnskabsmaessige vaerdi af goodwill relateret til overta-
gelsen af Taulov-selskaberne for nedskrivningsbehov ved beregning af genindvindingsveerdien. Genind-
vindingsveaerdien er baseret pa nytteveerdien, som er fastlagt ved anvendelse af nettopengestramme pa
basis af budgetter for arene 2021-2026 godkendt af ledelsen og med en diskonteringsrente far skat pa
5,0% (2020: 5,8%).

Nettopengestremmene for budgetperioden er skgnnet baseret pa realiseret indtjening fra aktiviteterne i
Taulov-selskaberne i ar tillagt en skennet veekst i budgetperioden 2022-2026 pa 2,0% (2020: 2,0%).
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Den vaegtede gennemsnitlige veekstrate brugt til fremskrivning af fremtidige nettopengestreamme for arene
efter 2025 (terminalperioden) er skgnnet til 2,5% (2020: 5,7%).

Nedskrivningstesten har ikke givet anledning til nedskrivningsbehov.

Ledelsen vurderer, at sandsynlige aendringer i de grundlaeggende forudsaetninger ikke vil medfare, at den
regnskabsmaessige veerdi af goodwill vil overstige genindvindingsveerdien.

NOTE 10
MATERIELLE AKTIVER
Belgb I 1.000 DKK g;‘;’l‘ﬁ:g‘;? :ﬁ.'é?;,sﬁz ﬁ:gt;emaar:ﬁgl "ﬂiﬁ'ﬁ!e
maskiner og inventar aktiver i alt
Kostpris 1. januar 2020 94.325 78.679 16.504 189.508
Tilgang i aret 274 16.400 456 17.130
Afgang i aret - 24.337 4.281 28.618
Kostpris 31. december 2020 94.599 70.742 12.679 178.020
Tilgang i aret 0 11.504 137 11.641
Afgang i aret 9.308 11.146 277 20.731
Kostpris 31. december 2021 85.291 71.100 12.539 168.930
Af- og nedskrivninger 1. januar 2020 49.992 38.129 13.603 101.724
Arets afskrivninger 2.658 16.803 611 20.072
Tilbagefarte afskrivninger péa arets afgange - 17.114 4.067 21.181
Af- og nedskrivninger 31. december 2020 52.650 37.818 10.147 100.614
Arets afskrivninger 2.467 13.936 562 16.965
Tilbageferte afskrivninger pa arets afgange 7.586 10.238 244 18.068
Af- og nedskrivninger 31. december 2021 47.531 41.516 10.465 99.512

Regnskabsmaessig vaerdi 31. december 2021
Regnskabsmaessig vaerdi 31. december 2020

Heraf leasingaktiver 2021
Heraf leasingaktiver 2020

Der henvises til note 16 for opgerelse heraf.

Beleb i 1.000 DKK 2021 2020

Afskrivninger indgér under fglgende poster:

Produktionsomkostninger 14.472 17.995

Administrationsomkostninger 2.493 2.077

Afskrivninger i alt 16.965 20.072
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NOTE 11

KAPITALANDELE | DATTERVIRKSOMHEDER

Belob i 1.000 DKK

Kostpris 1. januar 2020
Afgang i aret

Kostpris 31. december 2020
Tilgang i aret

Afgang i aret

Kostpris 31. december 2021

Reguleringer 1. januar 2020
Udlodning

Andel af arets resultat 2020
Afgang

Reguleringer 31. december 2020
Udlodning

Andel af arets resultat 2021
Afgang

Reguleringer 31. december 2021

Regnskabsmaessig vaerdi 31. december 2021
Regnskabsmassig vardi 31. december 2020

Kapitalandele i
dattervirksom-
heder

13.250
-13.250

5.414
-18.785
121
-13.250

Specifikation af indtaegter fra kapitalandele i tilknyttede virksomheder i resultat- og totalindkomstopgarelsen:

Effekt af resultat af kapitalandele i tilknyttede virksomheder

Datterselskaber er oplgst og provenu udbetalt i 2020.
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NOTE 12

UDSKUDT SKAT

Belob i 1.000 DKK 2021 2020
Udskudt skat 1. januar 69.534 48.110
Arets udskudte skat indregnet i arets resultat 2.036 21.424
Udskudt skat 31. december 71.570 69.534

Udskudt skat indregnes i balancen saledes:
Udskudte skatteforpligtelser 71.570 69.534
Udskudt skat 31. december, netto 71.570 69.534

Udskudt skat vedrearer:

Immaterielle aktiver -31 91
Materielle aktiver 2.226 2.595
Entreprisekontrakter 70.035 67.508

Hensatte forpligtelser -660 -660
Udskudt skat i alt 71.570 69.534

NOTE 13
VAREBEHOLDNINGER

Belgb i 1.000 DKK 2021 2020
Varebeholdninger 3.997 3.955
Regnskabsmassig vaerdi 3.997 3.955

Varebeholdningerne forventes alle realiseret indenfor 12 mdr.
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NOTE 14
KONTRAKTAKTIVER OG - FORPLIGTIGELSER

Belgb i 1.000 DKK 2021 2020
Afstemning af kontraktaktiver og - forpligtelser

Kontraktaktiver i alt

Tilgodehavender fra salg indeholdt i posten tilgodehavender (Note 18) 151.967 129.529
Entreprisekontrakter 4,197.435 3.568.112
Kontraktaktiver i alt 4.349.402 3.697.641

Kontraktforpligtelser

Entreprisekontrakter -4.617.220 -3.963.574
Kontraktforpligtelser i alt -4.617.220 -3.963.574
Igangvarende entreprisekontrakter, netto -419.785 -395.462

Igangvaerende enterprisekontrakter er indregnet i balancen som fglger:

Entreprisekontrakter (aktiver) 14.509 12.728
Entreprisekontrakter (passiver) 434.294 408.190
Igangvarende entreprisekontrakter, netto -419.785 -395.462
Salgsveerdi af arets produktion pa entreprisekontrakter 1.722.674 1.843.827

Indregnet omseetning relateret til kontraktforpligtelser
Entreprisekontrakter (aktiver) omfatter salgsvaerdien af udfgrt arbejde, hvor selskabet endnu ikke har op-
naet en ubetinget ret til betaling, da det udfgrte arbejde endnu ikke er blevet godkendt af kunden.

Entreprisekontrakter (forpligtelser) omfatter aftalte ubetingede forudfaktureringer for endnu ikke udfert ar-
bejde.

Kontraktforpligtelser pr. 1. januar 2021 vedr. entreprisekontrakter pa i alt 3.963.574 t.DKK (2020:
2.758.088 t.DKK) er indregnet i omsaetningen i henholdsvis 2021 og 2020.

Veesentlige eendringer i kontraktaktiver og -forpligtelser
Stigningen i 2021 i kontraktaktiver og -passiver relaterer sig primeert til en stigning i entreprisekontrakter,
der kan forklares med stigende aktivitet og optimerede betalingsplaner.

Uopfyldte leveringsforpligtelser vedr. entreprise-kontrakter

Selskabets resterende leveringsforpligtelser pa entreprisekontrakter udger t. DKK 2.094.406

(2020: 1.787.863 t.DKK), der skal leveres i 2022: 1.224.101 t.DKK, 2023: 586.157 t.DKK, og 2024:
283.235 t.DKK. og 2025: 913 t.DKK
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NOTE 15
GARANTIFORPLIGTELSER

Belob i 1.000 DKK fofp"‘l'i’:t':lter

Garantiforpligtelser 1. januar 2021 163.293
Hensat i aret 23.916
Garantiforpligtelser forbrugt i aret -20.041
Garantiforpligtelser tilbagefort i aret -9.906

Garantiforpligtelser 31. december 2021 157.262

Der fordeles saledes i balancen:

Garantiforpligtelser, langfristede 125.809
Garantiforpligtelser, kortfristede 31.453
Garantiforpligtelser 1. januar 2020 149.265
Hensat i aret 18.463
Tilgang i forbindelse med oplgsning af datterselskaber 12.224
Garantiforpligtelser forbrugt i aret 7.161
Garantiforpligtelser tilbagefart i aret 9.498
Der fordeles saledes i balancen: 2020
Langfristede forpligtelser 99.572
Kortfristede forpligtelser 63.721

Garantiforpligtelser vedrarer 1 og 5 ars eftersyn samt tvister i garantisager vedrgrende udferte entrepriser.
Forpligtelsen er opgjort med udgangspunkt i historiske erfaringer samt vurderinger. Antallet af tvistsager er
i arets lab nedbragt yderligere og strategien med tidligt samarbejde har betydet, at der stort set ikke er
kommet nye tvistsager til.
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NOTE 16
LEASING
Leasingaktiver Ejendom Driftsmidler I alt
1. januar 2020 1.019 25.408 26.427
Tilgang 274 10.307 10.581
Afgang - 17.427 17.427
Afskrivning 407 13.594 14.001
Afskrivning pa ophgrte aftaler - 13.554 13.554
Balance 31. december 2020 886 18.248 19.134
Tilgang - 6.002 6.002
Afgang 26 5.314 5.340
Afskrivning 402 10.766 11.168
Afskrivning pa ophgrte aftaler - 5.314 5.314
Balance 31. december 2021 458 13.484 13.942

Leasingforpligtelser

Forfald af leasingkontrakter

Under 1 ar 367 7.497 7.864
Mellem 1-3 ar 52 6.463 6.515
Mellem 3-5 ar - 109 109
Over 5 ar - - -
Total ikke-diskonteret leasingforpligtelser 419 14.069 14.488

Leasingforpligtelser indregnet i balancen 31. december 2021

Leasingforpligtelser indregnet i balancen 31. december 2020

2021 2020
Langfristede forpligtelser 6.350 9.581
Kortfristede forpligtelser 7.864 9.787
Leasingforpligtelser i alt 14.214 19.378

NOTE 17
FINANSIELLE RICICI OG FINANSIELLE INSTRUMENTER - RISIKOSTYRINGSPOLITIK

Selskabets vaesentligste finansielle risici er beskrevet i afsnittede nedenfor. Hvert afsnit indledes med en
kort beskrivelse af den finansielle risiko, relateret forretningsaktivitet, indvirkning, risikostyring relateret til
den finansielle risiko og pavirkning i regnskabsaret.

Markedsrisici

Valutarisici

Selskabet har ikke nogen vaesentlig eksponering overfor fremmed valuta, da alle entreprisekontrakter, kab
af varer og lgnninger bliver afholdt i DKK.
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Renterisici
Selskabet har ikke nogen vaesentlig eksponering overfor udviklingen i rentemarkedet, da selskabet ikke
har nogen lan. Selskabet finansierer driften via cash pool ordning med moderselskabet, Veidekke ASA.

Ravarerisici

Selskabet har ikke nogen politik for handtering af ravarerisici da denne anses for at veere uvaesentligt,
som felge af kort periode fra indgaelse af kontrakt til indkgb af varer. Udvikling i prisen pa ravarer i den
mellemliggende periode er vurderet uvaesentligt.

Kreditrisici

Selskabet foretager kreditvurdering af kunder fra sag til sag. Selskabets eksponering overfor kreditrisici
vurderes acceptabelt lav, da selskabet pa hovedparten af indgaede entreprisekontrakter modtager en for-
udbetaling eller en garanti fra den pageeldende bygherre inden arbejdet pabegyndes. Ud fra denne be-
tragtning vurderer selskabet at have nedbragt kreditrisikoen til et acceptabelt niveau.

Likviditetsrisici

Selskabets drift bliver finansieret igennem forudbetalinger fra kunderne samt Veidekke koncernens cash
pool ordning med moderselskabet, Veidekke ASA som er barsnoteret, velkonsolideret og har stillet til-
straekkelige rammer til radighed for Hoffmann A/S. Selskabet har pr. 31. december 2021 DKK 930 mio.
(2020: DKK 932 mio.) til gode hos moderselskabet via Veidekke koncernens cash pool ordning. Selskabet
har ikke nogen fremmedfinansiering bortset fra leasing.

Det er ledelsens vurdering, at selskabet ikke har nogen vaesentlig likviditetsrisiko.

NOTE 18

FINANSIELLE RISICI OG FINANSIELLE INSTRUMENTER

Tilgodehavender fra salg

Hoffmann A/S modtager som udgangspunkt forudbetaling eller garanti inden pabegyndelse af entreprisen.

Som felge heraf har Hoffmann ikke nogen stor eksponering overfor tab pa tilgodehavender.

Ikke veerdiforringede tilgodehavender i Danmark er fordelt séledes:

Belgb i 1.000 DKK 2021 2020
Tilgodehavender fra salg, ej forfalden 62.991 37.323
Tilgodehavender fra salg, forfalden 86.972 90.319
Andre tilgodehavender 2.004 1.887
Tilgodehavender i alt 151.967 129.529
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Tilgodehavender fra salg, der pr. 31 december var forfaldne, men ikke veerdiforringede, forfalder som
folger:

Op til 30 dage 14.640 17.391
Mellem 30 og 90 dage 606 971
Over 90 dage 71.726 71.957
86.972 90.319

t.DKK

Nedskrivning 1. januar 2020 1.150
Arets nedskrivninger -
Tilbagefarte nedskrivninger -350
Nedskrivning 31. december 2020 800

Arets nedskrivninger -
Tilbagefarte nedskrivninger -

Nedskrivning 31. december 2021 800

Finansielle kategorier 2021 2020

Udlan, tilgodehavender og likvide beholdninger der males til amortiseret kostpris 1.081.963 1.061.540

Finansielle forpligtelser, der méles til amortiseret kostpris 204.949 271.124
NOTE 19

EFTERFOLGENDE BEGIVENHEDER

Der er efter regnskabsarets afslutning ikke indtruffet begivenheder, der vaesentligt vil kunne pavirke vurde-
ringen af selskabet finansielle stilling.

NOTE 20
EVENTUALFORPLIGTELSER OG SIKKERHEDSSTILLELSER

Selskabet har vedr. de udfgrte arbejder pataget sig seedvanlige garantiforpligtelser for arbejdernes rette
udfgrelse. Seedvanlige arbejdsgarantier mv. stillet af garantiforsikringsselskab udger pr. 31. december
2021 i alt DKK 677 mio. (2020: DKK 571 mio.).

Selskabet heefter som selvskyldnerkautionist for Veidekke koncernens geeld i cash-pool ordningen med et
belab, der er maksimeret til selskabets frie egenkapital.

Selskabet er involveret i en reekke rets- og voldgiftssager. Selvom det endelige udfald af disse sager ikke
kan forudses, vil udfaldet af disse sager efter ledelsens opfattelse ikke kunne fa nogen vaesentlig effekt pa
selskabets resultat eller finansielle position.

Selskabet er som administrationsselskab sambeskattet med gvrige danske tilknyttede virksomheder. Sel-

skabet haefter solidarisk med andre sambeskattede danske selskaber i Veidekke koncernen for betaling af
selskabsskatter og kildeskatter.

Side 37

Transaktion 09222115557464092540 Signeret TBN, JB, JWP, SHS, AWH, JL, CTJ, MTL, MD, HGP ~ ———




ARSRAPPORT 2021 m
NOTER

NOTE 21
EGENKAPITAL OG KAPITALSTYRING

Kapitalstyring

Selskabet vurderer Igbende behovet for tilpasning af kapitalstrukturen for at afveje afkastkravet pa egen-
kapitalen over for den ggede usikkerhed, som er forbundet med fremmedkapital. Egenkapitalens andel af
de samlede aktiver udgjorde 25,2% ved udgangen af 2021 (2020: 25,2%). Malszetningen for egenkapital-
andelen er 22,5%. Kapitalen styres for Veidekke koncernen som helhed.

Den realiserede egenkapitalforrentning for 2021 udgjorde 34% (2020: 34%).

Det er selskabets udbyttepolitik, at udbetaling af udbytte skal ske under hensyntagen til forngdne likviditet
til fremtidige investeringer som grundlag for selskabets fortsatte ekspansion.

Aktiekapital Udstedte aktier Nominel veerdi

Antal stk. (100 DKK)

2021 2020 2021 2020
1. januar 693.691 693.691 69.369 69.369
31. december 693.691 693.691 69.369 69.369

Aktiekapitalen bestar af 693.691 aktier a nominelt DKK 100. Ingen aktier er tildelt saerlige rettigheder. Ak-
tiekapitalen er fuldt indbetalt.

Udbytte

Udbytte indregnes som en forpligtelse pa tidspunktet for vedtagelse pa den ordinaere generalforsamling
(deklareringstidspunktet). Udbytte, som foreslas udbetalt for aret, vises som en saerskilt post under egen-
kapitalen indtil generalforsamlingens vedtagelse.

Der eri aret stillet forslag om udlodning af udbytte pa t.DKK 100.000 (2020: t.DKK 90.000), svarende til
DKK 144,16 pr. aktie (2020: DKK 129,74).

NOTE 22
HONORAR TIL DEN GENERALFORSAMLINGSVALGTE REVISOR

Belgb i 1.000 DKK 2021 2020
Lovpligtig revision 727 693
Andre erkleeringsopgaver med sikkerhed - 6

Skatte- og momsmaessig assistance - -

Andre ydelser 47 18
Honorar til den uafhaengige revisor i alt 774 717
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NOTE 23
NARTSTAENDE PARTER

Transaktioner med naertstaende parter:

2021 2020
Kgb af Salg af Kab af Salg af
tienesteydelser tjenesteydelser tjenesteydelser tjenesteydelser
Moderselskab 2.758 - 3.447 -

Dattervirksomheder - - - -

Renteindteegter  Renteudgifter  Renteindtaegter
af mellem- af mellem- af mellem-
veerende med  veerende med  veerende med
tilknyttede virk-  tilknyttede virk-  tilknyttede virk-

Renteudgifter af
mellemvaerende
med tilknyttede

somheder somheder somheder virksomheder
Moderselskab 555 134 4,953 -
Dattervirksomheder - 182
Sgstervirksomheder - - - -
Varesalg Varekagb Varesalg Varekagb
Moderselskab - - - -
Dattervirksomheder - - - -
NOTE 24
G/ALDSFORPLIGTELSER FRA FINANSIERINGSAKTIVITET
2020 - t.DKK Primo Pengestramme AEndringer Ultimo
Leasinggeeld 25.195 -5.717 -100 19.378

Geaeldsforpligtelser fra finansieringsakti-

vitet i alt

Ikke Kontante
2021 - t.DKK Primo Pengestrgmme AEndringer Ultimo
Leasinggeeld 19.378 -5.473 +309 14.214

Galdsforpligtelser fra finansieringsakti-

vitet i alt
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NOTE 25
NY REGNSKABSREGULERING

IASB har udsendt felgende nye regnskabsstandarder og fortolkningsbidrag, der ikke er obligatoriske for
Hoffmann A/S ved udarbejdelsen af arsrapporten for 2021:
e |IFRS17 Insurance contracts
¢ |AS1 Presentation of Financial Statements - Admendments to IAS 1: Classification of Liabilities as
Current og Non-current
e Annual improvements to IFRSs 2018-20 Cycle
¢ |AS 1 Presentation of Financial Statements - Amendments to IAS 1 Presentation of Financial State-
ments and IFRS Practice Statement 2: Disclosure of Accounting policies
¢ |AS 8 Accounting policies, Changes in Accounting Estimates and Errors - Amendments to IAS 8 Ac-
counting policies, Changes in Accounting Estimates and Errors: Definition of Accounting Estimates
o |FRS 16 Leases - Amendments to IFRS 16 Leases: Covid-19-Related Rent Concessions beyond 30
June 2021
¢ |AS 12 Income taxes - Amendments to IAS 12 Income Taxes: Deferred Tax related to Assets and Li-
abilities arising from a Single Transaction

Ingen af ovenstaende standarder og fortolkningsbidrag er godkendt af EU.
De godkendte ikke-ikrafttradte standarder og fortolkningsbidrag implementeres i takt med at de bliver obli-

gatoriske for Hoffmann A/S. Det er vurderet, at ingen af ovenstaende standarder og fortolkningsbidrag far
indflydelse pa indregning og maling for Hoffmann A/S
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The initiator Anne Mette Heier (AMH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_DA, c) set the signing due date to 2022-03-11 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (tbn@hoffmann.dk) to Torben Bjørk Nielsen (TBN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jimmy.bengtsson@veidekke.no) to Jimmy Bengtsson (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jorgen.wiese-porsmyr@veidekke.no) to Jørgen Weise Porsmyr (JWP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (siv.hege.solheim@veidekke.no) to Siv Hege Solheim (SHS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.haugen@veidekke.no) to Anders W. Haugen (AWH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jola@hoffmann.dk) to John Larsen (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Claus.T.Jacobsen@dk.ey.com) to Claus Tanggaard Jacobsen (CTJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mla@hoffmann.dk) to Martin Trier Larsen (MTL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (MDT@hoffmann.dk) to Malene Duckert (MD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:31:00.860262 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (HGP@hoffmann.dk) to Henrik Gunnar Pedersen (HGP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Kære bestyrelse

Vil I venligst signere Årsrapporten.


Med venlig hilsen
Anne-Mette Heier
Direktionssekretær / HR-adm.


      


    

  



  

  

    		2022-03-01 12:32:08.160834 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Torben Bjørk Nielsen (TBN) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.184946 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jimmy Bengtsson (JB) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.209551 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jørgen Weise Porsmyr (JWP) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.231454 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Siv Hege Solheim (SHS) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.256727 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders W. Haugen (AWH) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.290791 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to John Larsen (JL) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.375355 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claus Tanggaard Jacobsen (CTJ) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.405968 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Martin Trier Larsen (MTL) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.450683 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Malene Duckert (MD) was delivered.

      


    

  



  

  

    		2022-03-01 12:32:08.492997 UTC ±3 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Gunnar Pedersen (HGP) was delivered.

      


    

  



  

  

    		2022-03-01 12:40:13.823855 UTC ±4 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to MDT@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 12:43:41.968685 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party John Larsen (JL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 12:43:47.717525 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jola@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 12:43:51.93829 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36

      

    

    		

      

        The party John Larsen (JL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 12:44:04.479235 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        John Larsen (JL) verified their 

  Danish NemID

 identity through 

  Nets

  to access the document. 







Data returned from 

  Nets

:

  
Name: John Larsen

  

  

  

  

    
Organization number: 63030228

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-01 12:44:04.580005 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party John Larsen (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 12:44:38.663559 UTC ±5 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The signatory John Larsen (JL) signed the document.

      


    

  



  

  

    		2022-03-01 12:51:11.179322 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The party Malene Duckert (MD) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 12:51:12.732675 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to MDT@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 12:51:23.44808 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.87 Safari/537.36

      

    

    		

      

        The party Malene Duckert (MD) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 12:51:34.756503 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        Malene Duckert (MD) verified their 

  Danish NemID

 identity through 

  Nets

  to access the document. 







Data returned from 

  Nets

:

  
Name: Malene Duckert

  

  

    
Date of birth: 14.09.1984

  

    
PID: PID:9208-2002-2-821246377439

  

  

  

  

  

  

  

  

  








Signature: 



  










      


    

  



  

  

    		2022-03-01 12:51:34.852993 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The party Malene Duckert (MD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 12:51:50.658317 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The party Torben Bjørk Nielsen (TBN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 12:52:02.139654 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.87 Safari/537.36

      

    

    		

      

        The party Torben Bjørk Nielsen (TBN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 12:52:15.677247 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The signatory Malene Duckert (MD) signed the document.

      


    

  



  

  

    		2022-03-01 12:52:25.707641 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      5.56.145.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The document was signed by Torben Bjørk Nielsen (TBN) using 

  Danish NemID

 through 

  Nets

 as the authentication method. 







The text signed in the 

  Danish NemID

 client was:



Jeg signerer "2021 Årsrapport DK" med transaktionsnummer 9222115557464092540.
















    Signing transaction with 

  Nets

 was restricted to CVR number: 

  *Redacted by author*





  

Data returned from 

  Nets

:

  
Name: Torben Bjørk Nielsen

  
CVR number: 

  *Redacted by author*



  
























Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-01 12:52:26.343629 UTC ±6 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to tbn@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 13:12:27.648105 UTC ±9 ms

    		2022-03-01 12:15:54.530616 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to HGP@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 13:57:09.824044 UTC ±10 ms

    		2022-03-01 13:15:56.833736 UTC

    		

      195.139.119.240

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party Siv Hege Solheim (SHS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 13:57:21.95795 UTC ±10 ms

    		2022-03-01 13:15:56.833736 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36

      

    

    		

      

        The party Siv Hege Solheim (SHS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 13:57:37.471404 UTC ±10 ms

    		2022-03-01 13:15:56.833736 UTC

    		

      195.139.119.240

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The signatory Siv Hege Solheim (SHS) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2022-03-01 13:58:28.905885 UTC ±10 ms

    		2022-03-01 13:15:56.833736 UTC

    		

      195.139.119.240

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The document was signed by Siv Hege Solheim (SHS) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer 2021 Årsrapport DK med transaktionsnummer 9222115557464092540.
























Data returned from 

  Vipps

:

  
Name: Siv Hege Solheim

  
Personal identification number: 

  *Redacted by author*


















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-01 14:01:55.141023 UTC ±11 ms

    		2022-03-01 13:15:56.833736 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to siv.hege.solheim@veidekke.no was opened.

      


    

  



  

  

    		2022-03-01 14:54:48.99484 UTC ±8 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      84.214.55.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The party Anders W. Haugen (AWH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 14:54:58.795827 UTC ±8 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.109 Safari/537.36

      

    

    		

      

        The party Anders W. Haugen (AWH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 14:55:17.749034 UTC ±9 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      84.214.55.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The signatory Anders W. Haugen (AWH) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2022-03-01 14:55:59.992257 UTC ±9 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      84.214.55.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The document was signed by Anders W. Haugen (AWH) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer 2021 Årsrapport DK med transaktionsnummer 9222115557464092540.
























Data returned from 

  Vipps

:

  
Name: Anders Wognild Haugen

  
Personal identification number: 

  *Redacted by author*


















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-01 15:07:04.738206 UTC ±11 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      80.232.126.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party Jørgen Weise Porsmyr (JWP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 15:07:15.254993 UTC ±11 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      51.120.51.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.136 Safari/537.36

      

    

    		

      

        The party Jørgen Weise Porsmyr (JWP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 15:07:26.869769 UTC ±11 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      80.232.126.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The signatory Jørgen Weise Porsmyr (JWP) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2022-03-01 15:08:04.504826 UTC ±11 ms

    		2022-03-01 14:15:58.38774 UTC

    		

      80.232.126.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The document was signed by Jørgen Weise Porsmyr (JWP) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer 2021 Årsrapport DK med transaktionsnummer 9222115557464092540.
























Data returned from 

  Vipps

:

  
Name: Jørgen Wiese Porsmyr

  
Personal identification number: 

  *Redacted by author*


















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-01 17:05:38.67552 UTC ±14 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to HGP@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 17:14:21.168452 UTC ±17 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to HGP@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 17:14:25.450119 UTC ±17 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      213.32.243.78

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party Henrik Gunnar Pedersen (HGP) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 17:14:35.412137 UTC ±17 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      51.120.51.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.87 Safari/537.36

      

    

    		

      

        The party Henrik Gunnar Pedersen (HGP) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 17:14:41.776802 UTC ±17 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      213.32.243.78

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        Henrik Gunnar Pedersen (HGP) verified their 

  Danish NemID

 identity through 

  Nets

  to access the document. 







Data returned from 

  Nets

:

  
Name: Henrik Gunnar Pedersen

  

  

    
Date of birth: 22.04.1984

  

    
PID: PID:9208-2002-2-918535658648

  

  

  

  

  

  

  

  

  








Signature: 



  










      


    

  



  

  

    		2022-03-01 17:14:42.137219 UTC ±17 ms

    		2022-03-01 16:16:02.849562 UTC

    		

      213.32.243.78

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party Henrik Gunnar Pedersen (HGP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 17:19:01.614475 UTC ±1 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      213.32.243.78

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The signatory Henrik Gunnar Pedersen (HGP) signed the document.

      


    

  



  

  

    		2022-03-01 18:12:19.96722 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mla@hoffmann.dk was opened.

      


    

  



  

  

    		2022-03-01 18:12:23.542037 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      2.104.158.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Martin Trier Larsen (MTL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 18:12:34.065401 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      51.120.51.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.136 Safari/537.36

      

    

    		

      

        The party Martin Trier Larsen (MTL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-03-01 18:12:54.66061 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      2.104.158.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        Martin Trier Larsen (MTL) verified their 

  Danish NemID

 identity through 

  Nets

  to access the document. 







Data returned from 

  Nets

:

  
Name: Martin Trier Larsen

  

  

    
Date of birth: 19.12.1870

  

    
PID: PID:9208-2002-2-684659812559

  

  

  

  

  

  

  

  

  








Signature: 



  










      


    

  



  

  

    		2022-03-01 18:12:54.890527 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      2.104.158.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Martin Trier Larsen (MTL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-01 18:13:11.170923 UTC ±10 ms

    		2022-03-01 17:16:04.877386 UTC

    		

      2.104.158.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The signatory Martin Trier Larsen (MTL) signed the document.

      


    

  



  

  

    		2022-03-03 06:49:47.249001 UTC ±6 ms

    		2022-03-03 06:17:14.454195 UTC

    		

      62.73.195.218

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The party Jimmy Bengtsson (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-03 06:49:58.365696 UTC ±6 ms

    		2022-03-03 06:17:14.454195 UTC

    		

      51.120.128.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36

      

    

    		

      

        The party Jimmy Bengtsson (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-03 06:50:09.634678 UTC ±6 ms

    		2022-03-03 06:17:14.454195 UTC

    		

      62.73.195.218

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The signatory Jimmy Bengtsson (JB) changed the text in the text field “ID number” from 

  *Redacted by author*

 to 

  *Redacted by author*

.  

      


    

  



  

  

    		2022-03-03 06:50:15.566461 UTC ±6 ms

    		2022-03-03 06:17:14.454195 UTC

    		

      62.73.195.218

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 Edg/98.0.1108.62

      

    

    		

      

        The document was signed by Jimmy Bengtsson (JB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jeg signerer "2021 Årsrapport DK" med transaktionsnummer 9222115557464092540.










Data returned from 

  CGI

:

  
Name: JIMMY BENGTSSON

  
ID number: 

  *Redacted by author*



  
IP: 89.8.187.202






























Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-03-03 08:27:42.129353 UTC ±2 ms

    		2022-03-03 08:17:18.319312 UTC

    		

      145.62.64.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The party Claus Tanggaard Jacobsen (CTJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-03 08:28:50.403453 UTC ±2 ms

    		2022-03-03 08:17:18.319312 UTC

    		

      145.62.64.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36

      

    

    		

      

        The document was signed by Claus Tanggaard Jacobsen (CTJ) using 

  Danish NemID

 through 

  Nets

 as the authentication method. 







The text signed in the 

  Danish NemID

 client was:



Jeg signerer "2021 Årsrapport DK" med transaktionsnummer 9222115557464092540.
















    Signing transaction with 

  Nets

 was restricted to CVR number: 

  *Redacted by author*





  

Data returned from 

  Nets

:

  
Name: Claus Tanggaard Jacobsen

  
CVR number: 

  *Redacted by author*



  
























Signature: 



  *Redacted by author*










      


    

  



  

  

    		2022-03-03 08:28:50.403453 UTC ±2 ms

    		2022-03-03 08:17:18.319312 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.





Gnuplot
Produced by GNUPLOT 4.6 patchlevel 2 






	
	
	
	
	
	
	
	
	
	
	
	
	
	






	

		
		0
	


	

	

	

	

	

	

	

	

	

		
		10
	


	

	

	

	

	

	

	

	

	

		
		20
	


	

	

	

	

	

	

	

	

	

		
		30
	


	

	

	

	

	

	

	

	

	

		
		40
	


	

	

	

	

	

	

	

	

	

		
		50
	


	

	

	

	

	

	

	

	

	

		
		60
	


	

	

	

	

	

	

	

	

	

		
		70
	


	

	

	

	

	

	

	

	

	

		
		80
	


	

	

	

	

	

	

	

	

	

		
		90
	


	

	

	

	

	

	

	

	

	

		
		100
	


	

		
		-0.01
	


	

	

	

	

	

	

	

	

	

		
		-0.008
	


	

	

	

	

	

	

	

	

	

		
		-0.006
	


	

	

	

	

	

	

	

	

	

		
		-0.004
	


	

	

	

	

	

	

	

	

	

		
		-0.002
	


	

	

	

	

	

	

	

	

	

		
		 0
	


	

	

	

	

	

	

	

	

	

		
		 0.002
	


	

	

	

	

	

	

	

	

	

		
		 0.004
	


	

	

	

	

	

	

	

	

	

		
		 0.006
	


	

	

	

	

	

	

	

	

	

		
		 0.008
	


	

	

	

	

	

	

	

	

	

		
		 0.01
	
		
		Probability [%]
	
	
		Clock error [s]
	

	gnuplot_plot_1



	
		empirical cdf
	
		
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	gnuplot_plot_2

	
		estimated cdf
	
		
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	gnuplot_plot_3

	
		difference
	
		
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	



	





4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.30 ms

		standard deviation: 0.88 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.306%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-01-20 16:44:20.167204 UTC and 2022-03-03 08:17:18.319312 UTC:







  		Time collected

  		Clock offset







  

    		2022-01-20 16:44:20.167204

    		1.5 ms

  





  

    		2022-01-20 17:44:21.994621

    		-0.3 ms

  





  

    		2022-01-20 18:44:23.844473

    		-0.8 ms

  





  

    		2022-01-20 19:44:25.835172

    		-0.9 ms

  





  

    		2022-01-20 20:44:27.347228

    		-0.8 ms

  





  

    		2022-01-20 21:44:29.011342

    		-0.2 ms

  





  

    		2022-01-20 22:44:31.576043

    		-0.8 ms

  





  

    		2022-01-20 23:44:34.108638

    		-0.3 ms

  





  

    		2022-01-21 00:44:36.469336

    		-0.3 ms

  





  

    		2022-01-21 01:44:39.35812

    		0.1 ms

  





  

    		2022-01-21 02:44:41.561123

    		-0.5 ms

  





  

    		2022-01-21 03:44:45.13124

    		-0.1 ms

  





  

    		2022-01-21 04:44:46.944137

    		-0.6 ms

  





  

    		2022-01-21 05:44:49.437569

    		0.3 ms

  





  

    		2022-01-21 06:44:51.239476

    		-0.4 ms

  





  

    		2022-01-21 07:44:54.123334

    		0.2 ms

  





  

    		2022-01-21 08:44:56.094157

    		0.3 ms

  





  

    		2022-01-21 09:44:59.319657

    		-2.2 ms

  





  

    		2022-01-21 10:45:01.653528

    		-1.0 ms

  





  

    		2022-01-21 11:45:04.448172

    		-0.7 ms

  





  

    		2022-01-21 12:45:07.823104

    		-1.4 ms

  





  

    		2022-01-21 13:45:09.613923

    		0.4 ms

  





  

    		2022-01-21 14:45:11.746471

    		0.8 ms

  





  

    		2022-01-21 15:45:13.619605

    		-0.6 ms

  





  

    		2022-01-21 16:45:16.091982

    		-0.7 ms

  





  

    		2022-01-21 17:45:18.093961

    		-0.5 ms

  





  

    		2022-01-21 18:45:19.872884

    		-0.2 ms

  





  

    		2022-01-21 19:45:21.899599

    		-0.8 ms

  





  

    		2022-01-21 20:45:24.406841

    		-2.3 ms

  





  

    		2022-01-21 21:45:26.115734

    		-1.0 ms

  





  

    		2022-01-21 22:45:27.78898

    		-0.4 ms

  





  

    		2022-01-21 23:45:30.014442

    		0.6 ms

  





  

    		2022-01-22 00:45:32.543985

    		0.3 ms

  





  

    		2022-01-22 01:45:36.506555

    		0.2 ms

  





  

    		2022-01-22 02:45:39.381449

    		0.5 ms

  





  

    		2022-01-22 03:45:42.362571

    		0.0 ms

  





  

    		2022-01-22 04:45:44.013561

    		-0.1 ms

  





  

    		2022-01-22 05:45:47.075933

    		-0.2 ms

  





  

    		2022-01-22 06:45:48.917962

    		1.0 ms

  





  

    		2022-01-22 07:45:51.591854

    		-0.2 ms

  





  

    		2022-01-22 08:45:53.358836

    		-0.3 ms

  





  

    		2022-01-22 09:45:55.318028

    		-0.5 ms

  





  

    		2022-01-22 10:45:58.694449

    		0.4 ms

  





  

    		2022-01-22 11:46:00.89321

    		-0.1 ms

  





  

    		2022-01-22 12:46:03.382307

    		-0.2 ms

  





  

    		2022-01-22 13:46:05.597418

    		0.9 ms

  





  

    		2022-01-22 14:46:08.021783

    		1.4 ms

  





  

    		2022-01-22 15:46:09.861395

    		-0.7 ms

  





  

    		2022-01-22 16:46:11.82663

    		-0.5 ms

  





  

    		2022-01-22 17:46:14.369305

    		-0.1 ms

  





  

    		2022-01-22 18:46:16.376546

    		0.7 ms

  





  

    		2022-01-22 19:46:18.726956

    		-0.2 ms

  





  

    		2022-01-22 20:46:21.005395

    		-0.1 ms

  





  

    		2022-01-22 21:46:22.540604

    		-0.5 ms

  





  

    		2022-01-22 22:46:24.757942

    		-0.2 ms

  





  

    		2022-01-22 23:46:26.566266

    		-0.4 ms

  





  

    		2022-01-23 00:46:28.71462

    		-0.1 ms

  





  

    		2022-01-23 01:46:30.934176

    		-0.1 ms

  





  

    		2022-01-23 02:46:32.831722

    		-1.4 ms

  





  

    		2022-01-23 03:46:34.799919

    		-0.8 ms

  





  

    		2022-01-23 04:46:36.611753

    		-0.4 ms

  





  

    		2022-01-23 05:46:38.395322

    		-0.8 ms

  





  

    		2022-01-23 06:46:40.69452

    		-0.2 ms

  





  

    		2022-01-23 07:46:42.719928

    		0.5 ms

  





  

    		2022-01-23 08:46:44.962986

    		-0.1 ms

  





  

    		2022-01-23 09:46:47.98522

    		-0.3 ms

  





  

    		2022-01-23 10:46:49.650581

    		0.5 ms

  





  

    		2022-01-23 11:46:51.372591

    		-0.7 ms

  





  

    		2022-01-23 12:46:53.274786

    		-0.7 ms

  





  

    		2022-01-23 13:46:56.299899

    		-0.4 ms

  





  

    		2022-01-23 14:47:00.09687

    		0.1 ms

  





  

    		2022-01-23 15:47:03.035074

    		-1.5 ms

  





  

    		2022-01-23 16:47:06.068453

    		-0.7 ms

  





  

    		2022-01-23 17:47:07.749732

    		0.0 ms

  





  

    		2022-01-23 18:47:10.140098

    		0.1 ms

  





  

    		2022-01-23 19:47:12.57828

    		1.8 ms

  





  

    		2022-01-23 20:47:15.18282

    		1.6 ms

  





  

    		2022-01-23 21:47:16.771507

    		-0.4 ms

  





  

    		2022-01-23 22:47:19.247817

    		0.4 ms

  





  

    		2022-01-23 23:47:21.818929

    		-0.1 ms

  





  

    		2022-01-24 00:47:24.250347

    		0.0 ms

  





  

    		2022-01-24 01:47:27.279047

    		-0.2 ms

  





  

    		2022-01-24 02:47:29.137982

    		-0.2 ms

  





  

    		2022-01-24 03:47:30.956779

    		0.7 ms

  





  

    		2022-01-24 04:47:34.092673

    		-0.4 ms

  





  

    		2022-01-24 05:47:35.793856

    		0.0 ms

  





  

    		2022-01-24 06:47:37.959441

    		0.7 ms

  





  

    		2022-01-24 07:47:40.263529

    		-0.2 ms

  





  

    		2022-01-24 08:47:42.375934

    		-0.4 ms

  





  

    		2022-01-24 09:47:44.154143

    		-2.8 ms

  





  

    		2022-01-24 10:47:46.202217

    		0.1 ms

  





  

    		2022-01-24 11:47:49.231182

    		-1.3 ms

  





  

    		2022-01-24 12:47:51.610477

    		-0.8 ms

  





  

    		2022-01-24 13:47:53.910636

    		-0.7 ms

  





  

    		2022-01-24 14:47:56.625041

    		0.4 ms

  





  

    		2022-01-24 15:47:59.354741

    		-0.7 ms

  





  

    		2022-01-24 16:48:02.795398

    		1.3 ms

  





  

    		2022-01-24 17:48:04.740579

    		0.8 ms

  





  

    		2022-01-24 18:48:06.619332

    		0.0 ms

  





  

    		2022-01-24 19:48:08.419479

    		0.0 ms

  





  

    		2022-01-24 20:48:10.227217

    		1.5 ms

  





  

    		2022-01-24 21:48:11.730214

    		1.6 ms

  





  

    		2022-01-24 22:48:13.650767

    		0.4 ms

  





  

    		2022-01-24 23:48:15.476525

    		-0.2 ms

  





  

    		2022-01-25 00:48:17.414486

    		-0.8 ms

  





  

    		2022-01-25 01:48:18.940281

    		0.1 ms

  





  

    		2022-01-25 02:48:20.69225

    		-0.2 ms

  





  

    		2022-01-25 03:48:23.082958

    		0.8 ms

  





  

    		2022-01-25 04:48:24.913289

    		0.5 ms

  





  

    		2022-01-25 05:48:26.623619

    		0.3 ms

  





  

    		2022-01-25 06:48:28.306005

    		0.7 ms

  





  

    		2022-01-25 07:48:30.170264

    		0.6 ms

  





  

    		2022-01-25 08:48:32.553464

    		0.7 ms

  





  

    		2022-01-25 09:48:34.63238

    		0.7 ms

  





  

    		2022-01-25 10:48:36.923698

    		0.4 ms

  





  

    		2022-01-25 11:48:38.967264

    		0.6 ms

  





  

    		2022-01-25 12:48:40.740474

    		-0.8 ms

  





  

    		2022-01-25 13:48:42.502779

    		-1.6 ms

  





  

    		2022-01-25 14:48:44.692268

    		0.2 ms

  





  

    		2022-01-25 15:48:46.712118

    		0.6 ms

  





  

    		2022-01-25 16:48:48.733244

    		-1.0 ms

  





  

    		2022-01-25 17:48:50.32454

    		-0.8 ms

  





  

    		2022-01-25 18:48:51.875694

    		0.3 ms

  





  

    		2022-01-25 19:48:53.352529

    		-0.7 ms

  





  

    		2022-01-25 20:48:55.418117

    		-1.6 ms

  





  

    		2022-01-25 21:48:57.02682

    		-0.8 ms

  





  

    		2022-01-25 22:48:58.938191

    		-0.7 ms

  





  

    		2022-01-25 23:49:00.835842

    		-0.2 ms

  





  

    		2022-01-26 00:49:02.971957

    		0.3 ms

  





  

    		2022-01-26 01:49:04.74066

    		-0.2 ms

  





  

    		2022-01-26 02:49:06.961968

    		-1.6 ms

  





  

    		2022-01-26 03:49:08.92624

    		-2.1 ms

  





  

    		2022-01-26 04:49:10.795705

    		-3.8 ms

  





  

    		2022-01-26 05:49:13.110175

    		0.9 ms

  





  

    		2022-01-26 06:49:15.079903

    		1.8 ms

  





  

    		2022-01-26 07:49:17.072629

    		0.1 ms

  





  

    		2022-01-26 08:49:19.259629

    		0.8 ms

  





  

    		2022-01-26 09:49:21.710314

    		0.8 ms

  





  

    		2022-01-26 10:49:23.988765

    		0.0 ms

  





  

    		2022-01-26 11:49:25.994071

    		-0.9 ms

  





  

    		2022-01-26 12:49:27.765388

    		-1.3 ms

  





  

    		2022-01-26 13:49:30.502489

    		-1.2 ms

  





  

    		2022-01-26 14:49:32.617355

    		-4.7 ms

  





  

    		2022-01-26 15:49:34.590442

    		0.0 ms

  





  

    		2022-01-26 16:49:36.589319

    		-0.1 ms

  





  

    		2022-01-26 17:49:39.019934

    		0.2 ms

  





  

    		2022-01-26 18:49:40.963253

    		-0.4 ms

  





  

    		2022-01-26 19:49:43.173164

    		0.7 ms

  





  

    		2022-01-26 20:49:45.185243

    		0.7 ms

  





  

    		2022-01-26 21:49:47.123143

    		-0.3 ms

  





  

    		2022-01-26 22:49:49.036654

    		4.8 ms

  





  

    		2022-01-26 23:49:50.78895

    		3.0 ms

  





  

    		2022-01-27 00:49:52.604176

    		1.7 ms

  





  

    		2022-01-27 01:49:54.511636

    		-0.2 ms

  





  

    		2022-01-27 02:49:56.348551

    		1.5 ms

  





  

    		2022-01-27 03:49:58.332546

    		-2.5 ms

  





  

    		2022-01-27 04:49:59.802949

    		-3.8 ms

  





  

    		2022-01-27 05:50:01.801586

    		-7.0 ms

  





  

    		2022-01-27 06:50:03.32776

    		0.4 ms

  





  

    		2022-01-27 07:50:05.372251

    		3.4 ms

  





  

    		2022-01-27 08:50:06.998269

    		3.1 ms

  





  

    		2022-01-27 09:50:09.104076

    		5.0 ms

  





  

    		2022-01-27 10:50:10.727439

    		1.4 ms

  





  

    		2022-01-27 11:50:12.587844

    		-1.1 ms

  





  

    		2022-01-27 12:50:14.432509

    		-2.1 ms

  





  

    		2022-01-27 13:50:15.995533

    		-1.2 ms

  





  

    		2022-01-27 14:50:17.910424

    		-1.2 ms

  





  

    		2022-01-27 15:50:20.074201

    		-1.3 ms

  





  

    		2022-01-27 16:50:22.236565

    		-1.8 ms

  





  

    		2022-01-27 17:50:24.435434

    		-0.2 ms

  





  

    		2022-01-27 18:50:26.376112

    		-0.3 ms

  





  

    		2022-01-27 19:50:28.236616

    		0.3 ms

  





  

    		2022-01-27 20:50:30.191072

    		-1.3 ms

  





  

    		2022-01-27 21:50:31.982807

    		-1.8 ms

  





  

    		2022-01-27 22:50:34.567533

    		-2.3 ms

  





  

    		2022-01-27 23:50:36.617932

    		-2.8 ms

  





  

    		2022-01-28 00:50:38.437454

    		-0.6 ms

  





  

    		2022-01-28 01:50:40.36812

    		-0.1 ms

  





  

    		2022-01-28 02:50:42.157012

    		1.5 ms

  





  

    		2022-01-28 03:50:43.820914

    		1.3 ms

  





  

    		2022-01-28 04:50:45.712649

    		0.5 ms

  





  

    		2022-01-28 05:50:47.640317

    		0.1 ms

  





  

    		2022-01-28 06:50:49.772397

    		0.5 ms

  





  

    		2022-01-28 07:50:51.493537

    		0.5 ms

  





  

    		2022-01-28 08:50:52.999424

    		0.1 ms

  





  

    		2022-01-28 09:50:54.682738

    		-1.4 ms

  





  

    		2022-01-28 10:50:56.49169

    		-1.3 ms

  





  

    		2022-01-28 11:50:58.761359

    		-1.7 ms

  





  

    		2022-01-28 12:51:00.583578

    		-0.9 ms

  





  

    		2022-01-28 13:51:02.829237

    		-0.2 ms

  





  

    		2022-01-28 14:51:04.893347

    		-0.6 ms

  





  

    		2022-01-28 15:51:06.615567

    		-0.4 ms

  





  

    		2022-01-28 16:51:08.992745

    		-0.1 ms

  





  

    		2022-01-28 17:51:11.420143

    		-1.5 ms

  





  

    		2022-01-28 18:51:13.164367

    		-0.4 ms

  





  

    		2022-01-28 19:51:14.936208

    		-0.9 ms

  





  

    		2022-01-28 20:51:16.719819

    		-0.7 ms

  





  

    		2022-01-28 21:51:18.373135

    		-0.8 ms

  





  

    		2022-01-28 22:51:20.498176

    		-0.9 ms

  





  

    		2022-01-28 23:51:22.396698

    		0.2 ms

  





  

    		2022-01-29 00:51:24.013794

    		0.1 ms

  





  

    		2022-01-29 01:51:26.138139

    		0.1 ms

  





  

    		2022-01-29 02:51:27.648882

    		-0.4 ms

  





  

    		2022-01-29 03:51:29.531727

    		0.1 ms

  





  

    		2022-01-29 04:51:31.623853

    		1.0 ms

  





  

    		2022-01-29 05:51:33.805724

    		-0.2 ms

  





  

    		2022-01-29 06:51:35.437941

    		0.1 ms

  





  

    		2022-01-29 07:51:37.080116

    		-1.4 ms

  





  

    		2022-01-29 08:51:39.5208

    		0.4 ms

  





  

    		2022-01-29 09:51:41.285344

    		-0.3 ms

  





  

    		2022-01-29 10:51:43.787037

    		-0.8 ms

  





  

    		2022-01-29 11:51:45.918089

    		-1.5 ms

  





  

    		2022-01-29 12:51:47.991322

    		-0.1 ms

  





  

    		2022-01-29 13:51:49.989704

    		-0.6 ms

  





  

    		2022-01-29 14:51:53.12625

    		-0.6 ms

  





  

    		2022-01-29 15:51:56.539311

    		-2.4 ms

  





  

    		2022-01-29 16:51:58.297894

    		0.2 ms

  





  

    		2022-01-29 17:52:00.366798

    		-0.3 ms

  





  

    		2022-01-29 18:52:01.88317

    		-0.3 ms

  





  

    		2022-01-29 19:52:04.089487

    		-1.1 ms

  





  

    		2022-01-29 20:52:06.112707

    		-0.8 ms

  





  

    		2022-01-29 21:52:08.089182

    		-0.6 ms

  





  

    		2022-01-29 22:52:10.164732

    		-0.3 ms

  





  

    		2022-01-29 23:52:12.132222

    		-0.6 ms

  





  

    		2022-01-30 00:52:13.828885

    		-0.7 ms

  





  

    		2022-01-30 01:52:15.34669

    		0.6 ms

  





  

    		2022-01-30 02:52:16.802485

    		-1.5 ms

  





  

    		2022-01-30 03:52:18.625487

    		-0.7 ms

  





  

    		2022-01-30 04:52:20.262739

    		-1.0 ms

  





  

    		2022-01-30 05:52:21.955276

    		-0.4 ms

  





  

    		2022-01-30 06:52:24.248775

    		-0.9 ms

  





  

    		2022-01-30 07:52:26.087199

    		-1.7 ms

  





  

    		2022-01-30 08:52:28.01603

    		0.4 ms

  





  

    		2022-01-30 09:52:29.827379

    		-0.9 ms

  





  

    		2022-01-30 10:52:31.863641

    		-0.3 ms

  





  

    		2022-01-30 11:52:33.524135

    		-0.8 ms

  





  

    		2022-01-30 12:52:35.225838

    		0.8 ms

  





  

    		2022-01-30 13:52:37.468418

    		0.2 ms

  





  

    		2022-01-30 14:52:38.997427

    		0.0 ms

  





  

    		2022-01-30 15:52:40.630967

    		0.6 ms

  





  

    		2022-01-30 16:52:42.356329

    		-0.1 ms

  





  

    		2022-01-30 17:52:44.213904

    		0.8 ms

  





  

    		2022-01-30 18:52:45.919454

    		-0.2 ms

  





  

    		2022-01-30 19:52:47.659031

    		-0.4 ms

  





  

    		2022-01-30 20:52:49.378697

    		-1.4 ms

  





  

    		2022-01-30 21:52:50.866664

    		-1.3 ms

  





  

    		2022-01-30 22:52:53.477789

    		-1.0 ms

  





  

    		2022-01-30 23:52:54.987031

    		-1.1 ms

  





  

    		2022-01-31 00:52:56.92916

    		0.4 ms

  





  

    		2022-01-31 01:52:58.947384

    		0.5 ms

  





  

    		2022-01-31 02:53:00.500698

    		-0.4 ms

  





  

    		2022-01-31 03:53:02.123943

    		-0.3 ms

  





  

    		2022-01-31 04:53:04.082155

    		-0.5 ms

  





  

    		2022-01-31 05:53:05.845204

    		-0.4 ms

  





  

    		2022-01-31 06:53:07.606587

    		0.3 ms

  





  

    		2022-01-31 07:53:09.356666

    		0.3 ms

  





  

    		2022-01-31 08:53:11.401295

    		-1.1 ms

  





  

    		2022-01-31 09:53:13.592694

    		-1.0 ms

  





  

    		2022-01-31 10:53:15.62674

    		-0.3 ms

  





  

    		2022-01-31 11:53:17.279389

    		0.0 ms

  





  

    		2022-01-31 12:53:19.633606

    		-1.1 ms

  





  

    		2022-01-31 13:53:21.406933

    		-0.9 ms

  





  

    		2022-01-31 14:53:23.756358

    		0.1 ms

  





  

    		2022-01-31 15:53:26.965162

    		-0.1 ms

  





  

    		2022-01-31 16:53:28.764938

    		-0.6 ms

  





  

    		2022-01-31 17:53:31.587819

    		-0.3 ms

  





  

    		2022-01-31 18:53:33.043382

    		-0.8 ms

  





  

    		2022-01-31 19:53:34.829594

    		-0.7 ms

  





  

    		2022-01-31 20:53:37.065723

    		-0.3 ms

  





  

    		2022-01-31 21:53:39.031009

    		0.5 ms

  





  

    		2022-01-31 22:53:40.551971

    		-0.2 ms

  





  

    		2022-01-31 23:53:42.924292

    		0.9 ms

  





  

    		2022-02-01 00:53:44.977278

    		1.3 ms

  





  

    		2022-02-01 01:53:47.008628

    		0.1 ms

  





  

    		2022-02-01 02:53:48.596801

    		-0.5 ms

  





  

    		2022-02-01 03:53:50.35119

    		1.3 ms

  





  

    		2022-02-01 04:53:52.520678

    		-0.4 ms

  





  

    		2022-02-01 05:53:54.237698

    		-0.1 ms

  





  

    		2022-02-01 06:53:55.941384

    		-0.1 ms

  





  

    		2022-02-01 07:53:58.04258

    		-0.8 ms

  





  

    		2022-02-01 08:53:59.865804

    		-0.5 ms

  





  

    		2022-02-01 09:54:02.321729

    		0.0 ms

  





  

    		2022-02-01 10:54:03.981196

    		-0.2 ms

  





  

    		2022-02-01 11:54:05.838271

    		-1.1 ms

  





  

    		2022-02-01 12:54:07.799972

    		-2.1 ms

  





  

    		2022-02-01 13:54:10.108914

    		-0.4 ms

  





  

    		2022-02-01 14:54:11.969409

    		-0.6 ms

  





  

    		2022-02-01 15:54:13.760586

    		0.2 ms

  





  

    		2022-02-01 16:54:15.658181

    		-1.3 ms

  





  

    		2022-02-01 17:54:17.522556

    		-0.3 ms

  





  

    		2022-02-01 18:54:19.451304

    		0.5 ms

  





  

    		2022-02-01 19:54:21.229199

    		-0.9 ms

  





  

    		2022-02-01 20:54:23.092161

    		-0.4 ms

  





  

    		2022-02-01 21:54:24.665307

    		-0.9 ms

  





  

    		2022-02-01 22:54:26.830975

    		-1.3 ms

  





  

    		2022-02-01 23:54:28.574791

    		-1.2 ms

  





  

    		2022-02-02 00:54:30.546102

    		0.2 ms

  





  

    		2022-02-02 01:54:32.078285

    		-0.3 ms

  





  

    		2022-02-02 02:54:33.741317

    		-0.2 ms

  





  

    		2022-02-02 03:54:35.654197

    		-0.1 ms

  





  

    		2022-02-02 04:54:38.341488

    		1.4 ms

  





  

    		2022-02-02 05:54:40.167066

    		0.3 ms

  





  

    		2022-02-02 06:54:41.643973

    		-0.6 ms

  





  

    		2022-02-02 07:54:43.711973

    		0.0 ms

  





  

    		2022-02-02 08:54:45.427507

    		-0.1 ms

  





  

    		2022-02-02 09:54:47.635969

    		-0.1 ms

  





  

    		2022-02-02 10:54:49.063195

    		-1.1 ms

  





  

    		2022-02-02 11:54:51.013241

    		-0.1 ms

  





  

    		2022-02-02 12:54:52.70663

    		-1.3 ms

  





  

    		2022-02-02 13:54:54.88193

    		-1.1 ms

  





  

    		2022-02-02 14:54:56.749853

    		-0.4 ms

  





  

    		2022-02-02 15:54:58.630846

    		-0.5 ms

  





  

    		2022-02-02 16:55:00.303485

    		-2.5 ms

  





  

    		2022-02-02 17:55:02.387031

    		-1.3 ms

  





  

    		2022-02-02 18:55:04.024958

    		-1.5 ms

  





  

    		2022-02-02 19:55:06.047883

    		-1.6 ms

  





  

    		2022-02-02 20:55:08.436268

    		-1.0 ms

  





  

    		2022-02-02 21:55:10.079964

    		-0.3 ms

  





  

    		2022-02-02 22:55:11.957575

    		0.3 ms

  





  

    		2022-02-02 23:55:13.639323

    		0.8 ms

  





  

    		2022-02-03 00:55:16.243268

    		-2.6 ms

  





  

    		2022-02-03 01:55:18.185658

    		0.6 ms

  





  

    		2022-02-03 02:55:20.198646

    		-0.2 ms

  





  

    		2022-02-03 03:55:22.121826

    		1.1 ms

  





  

    		2022-02-03 04:55:24.067868

    		0.1 ms

  





  

    		2022-02-03 05:55:25.786822

    		1.0 ms

  





  

    		2022-02-03 06:55:27.55968

    		0.7 ms

  





  

    		2022-02-03 07:55:29.472573

    		0.3 ms

  





  

    		2022-02-03 08:55:31.572123

    		-1.6 ms

  





  

    		2022-02-03 09:55:33.750267

    		-1.1 ms

  





  

    		2022-02-03 10:55:36.90469

    		0.7 ms

  





  

    		2022-02-03 11:55:38.665036

    		-0.4 ms

  





  

    		2022-02-03 12:55:40.935368

    		-0.9 ms

  





  

    		2022-02-03 13:55:43.193399

    		-0.1 ms

  





  

    		2022-02-03 14:55:46.059992

    		-2.6 ms

  





  

    		2022-02-03 15:55:49.245065

    		-1.2 ms

  





  

    		2022-02-03 16:55:50.82384

    		-1.4 ms

  





  

    		2022-02-03 17:55:52.985009

    		-1.4 ms

  





  

    		2022-02-03 18:55:54.714831

    		-0.7 ms

  





  

    		2022-02-03 19:55:57.650488

    		-0.5 ms

  





  

    		2022-02-03 20:55:59.597397

    		-0.5 ms

  





  

    		2022-02-03 21:56:01.458035

    		-0.9 ms

  





  

    		2022-02-03 22:56:03.614294

    		-1.3 ms

  





  

    		2022-02-03 23:56:05.17871

    		-0.3 ms

  





  

    		2022-02-04 00:56:07.736255

    		0.4 ms

  





  

    		2022-02-04 01:56:09.373095

    		-0.3 ms

  





  

    		2022-02-04 02:56:11.096887

    		-0.9 ms

  





  

    		2022-02-04 03:56:12.825681

    		0.7 ms

  





  

    		2022-02-04 04:56:14.469489

    		-0.3 ms

  





  

    		2022-02-04 05:56:16.047022

    		-0.4 ms

  





  

    		2022-02-04 06:56:18.504617

    		-1.4 ms

  





  

    		2022-02-04 07:56:20.466116

    		-0.3 ms

  





  

    		2022-02-04 08:56:21.959612

    		-1.2 ms

  





  

    		2022-02-04 09:56:23.846935

    		-0.5 ms

  





  

    		2022-02-04 10:56:26.65624

    		-1.9 ms

  





  

    		2022-02-04 11:56:28.57367

    		-3.2 ms

  





  

    		2022-02-04 12:56:30.256132

    		-1.2 ms

  





  

    		2022-02-04 13:56:33.409383

    		-1.5 ms

  





  

    		2022-02-04 14:56:35.370122

    		-0.9 ms

  





  

    		2022-02-04 15:56:37.755958

    		0.1 ms

  





  

    		2022-02-04 16:56:40.132849

    		0.1 ms

  





  

    		2022-02-04 17:56:42.362303

    		-0.4 ms

  





  

    		2022-02-04 18:56:44.159781

    		0.3 ms

  





  

    		2022-02-04 19:56:46.19713

    		-0.5 ms

  





  

    		2022-02-04 20:56:48.536707

    		-0.9 ms

  





  

    		2022-02-04 21:56:50.334371

    		-0.1 ms

  





  

    		2022-02-04 22:56:51.891307

    		-0.4 ms

  





  

    		2022-02-04 23:56:53.829836

    		-3.5 ms

  





  

    		2022-02-05 00:56:55.268926

    		-1.4 ms

  





  

    		2022-02-05 01:56:57.054534

    		-1.7 ms

  





  

    		2022-02-05 02:56:59.009252

    		-0.1 ms

  





  

    		2022-02-05 03:57:01.281362

    		2.0 ms

  





  

    		2022-02-05 04:57:03.011289

    		1.7 ms

  





  

    		2022-02-05 05:57:05.083375

    		1.1 ms

  





  

    		2022-02-05 06:57:06.802303

    		0.8 ms

  





  

    		2022-02-05 07:57:08.575347

    		-0.7 ms

  





  

    		2022-02-05 08:57:11.143125

    		-0.6 ms

  





  

    		2022-02-05 09:57:12.730843

    		0.4 ms

  





  

    		2022-02-05 10:57:14.822256

    		-0.2 ms

  





  

    		2022-02-05 11:57:16.4173

    		-1.9 ms

  





  

    		2022-02-05 12:57:18.136126

    		-0.4 ms

  





  

    		2022-02-05 13:57:19.630673

    		-0.2 ms

  





  

    		2022-02-05 14:57:21.393321

    		0.4 ms

  





  

    		2022-02-05 15:57:23.402974

    		0.0 ms

  





  

    		2022-02-05 16:57:25.320686

    		0.1 ms

  





  

    		2022-02-05 17:57:26.844621

    		-0.3 ms

  





  

    		2022-02-05 18:57:29.323902

    		-1.3 ms

  





  

    		2022-02-05 19:57:31.23505

    		-0.4 ms

  





  

    		2022-02-05 20:57:33.714526

    		-1.2 ms

  





  

    		2022-02-05 21:57:35.50625

    		-0.3 ms

  





  

    		2022-02-05 22:57:37.183589

    		-0.8 ms

  





  

    		2022-02-05 23:57:38.699865

    		-1.3 ms

  





  

    		2022-02-06 00:57:40.831726

    		-0.4 ms

  





  

    		2022-02-06 01:57:42.808199

    		-0.3 ms

  





  

    		2022-02-06 02:57:45.0855

    		0.3 ms

  





  

    		2022-02-06 03:57:46.708127

    		0.1 ms

  





  

    		2022-02-06 04:57:48.512308

    		-0.7 ms

  





  

    		2022-02-06 05:57:50.173256

    		-0.7 ms

  





  

    		2022-02-06 06:57:52.961254

    		-0.2 ms

  





  

    		2022-02-06 07:57:55.044152

    		-0.2 ms

  





  

    		2022-02-06 08:57:56.617318

    		0.0 ms

  





  

    		2022-02-06 09:57:58.063814

    		0.3 ms

  





  

    		2022-02-06 10:57:59.832192

    		-0.4 ms

  





  

    		2022-02-06 11:58:01.550535

    		-0.4 ms

  





  

    		2022-02-06 12:58:03.169926

    		-1.2 ms

  





  

    		2022-02-06 13:58:05.000471

    		-0.9 ms

  





  

    		2022-02-06 14:58:06.615181

    		-1.0 ms

  





  

    		2022-02-06 15:58:08.140052

    		-0.1 ms

  





  

    		2022-02-06 16:58:09.904735

    		0.3 ms

  





  

    		2022-02-06 17:58:11.967462

    		0.3 ms

  





  

    		2022-02-06 18:58:14.270994

    		0.2 ms

  





  

    		2022-02-06 19:58:16.023378

    		-0.3 ms

  





  

    		2022-02-06 20:58:18.045279

    		0.3 ms

  





  

    		2022-02-06 21:58:19.96437

    		-1.3 ms

  





  

    		2022-02-06 22:58:21.944232

    		-0.1 ms

  





  

    		2022-02-06 23:58:23.551604

    		-1.6 ms

  





  

    		2022-02-07 00:58:25.454374

    		0.4 ms

  





  

    		2022-02-07 01:58:27.09695

    		-0.2 ms

  





  

    		2022-02-07 02:58:28.865454

    		-0.4 ms

  





  

    		2022-02-07 03:58:31.104909

    		0.2 ms

  





  

    		2022-02-07 04:58:32.752474

    		-0.3 ms

  





  

    		2022-02-07 05:58:34.626032

    		-1.1 ms

  





  

    		2022-02-07 06:58:36.157172

    		0.1 ms

  





  

    		2022-02-07 07:58:37.907109

    		1.6 ms

  





  

    		2022-02-07 08:58:39.844302

    		-0.1 ms

  





  

    		2022-02-07 09:58:42.111236

    		0.1 ms

  





  

    		2022-02-07 10:58:44.521089

    		1.0 ms

  





  

    		2022-02-07 11:58:46.69279

    		0.5 ms

  





  

    		2022-02-07 12:58:48.393498

    		0.7 ms

  





  

    		2022-02-07 13:58:50.566102

    		-1.1 ms

  





  

    		2022-02-07 14:58:52.580928

    		-3.5 ms

  





  

    		2022-02-07 15:58:54.095347

    		-2.9 ms

  





  

    		2022-02-07 16:58:56.436098

    		-0.5 ms

  





  

    		2022-02-07 17:58:57.960542

    		-1.6 ms

  





  

    		2022-02-07 18:58:59.759066

    		-2.4 ms

  





  

    		2022-02-07 19:59:01.596045

    		-0.5 ms

  





  

    		2022-02-07 20:59:03.158982

    		-0.6 ms

  





  

    		2022-02-07 21:59:04.799595

    		0.3 ms

  





  

    		2022-02-07 22:59:06.457906

    		0.7 ms

  





  

    		2022-02-07 23:59:08.08048

    		-0.5 ms

  





  

    		2022-02-08 00:59:09.888885

    		0.0 ms

  





  

    		2022-02-08 01:59:11.723974

    		0.3 ms

  





  

    		2022-02-08 02:59:13.992937

    		-0.8 ms

  





  

    		2022-02-08 03:59:17.215413

    		0.7 ms

  





  

    		2022-02-08 04:59:18.731268

    		-0.1 ms

  





  

    		2022-02-08 05:59:20.373353

    		-0.2 ms

  





  

    		2022-02-08 06:59:22.726493

    		-0.5 ms

  





  

    		2022-02-08 07:59:24.600723

    		-0.4 ms

  





  

    		2022-02-08 08:59:26.316458

    		0.6 ms

  





  

    		2022-02-08 09:59:28.016544

    		0.6 ms

  





  

    		2022-02-08 10:59:29.810345

    		0.2 ms

  





  

    		2022-02-08 11:59:31.510328

    		0.9 ms

  





  

    		2022-02-08 12:59:33.548167

    		-1.7 ms

  





  

    		2022-02-08 13:59:35.669466

    		-1.8 ms

  





  

    		2022-02-08 14:59:37.955757

    		-1.1 ms

  





  

    		2022-02-08 15:59:39.619063

    		-0.3 ms

  





  

    		2022-02-08 16:59:41.439385

    		-0.7 ms

  





  

    		2022-02-08 17:59:42.900229

    		0.6 ms

  





  

    		2022-02-08 18:59:44.738593

    		0.5 ms

  





  

    		2022-02-08 19:59:47.335929

    		1.4 ms

  





  

    		2022-02-08 20:59:49.533751

    		0.5 ms

  





  

    		2022-02-08 21:59:51.409496

    		1.2 ms

  





  

    		2022-02-08 22:59:53.078769

    		-0.4 ms

  





  

    		2022-02-08 23:59:54.940722

    		-0.3 ms

  





  

    		2022-02-09 00:59:56.847945

    		-1.5 ms

  





  

    		2022-02-09 01:59:58.749583

    		-1.8 ms

  





  

    		2022-02-09 03:00:00.569152

    		-0.9 ms

  





  

    		2022-02-09 04:00:03.306349

    		1.1 ms

  





  

    		2022-02-09 05:00:05.165881

    		0.5 ms

  





  

    		2022-02-09 06:00:07.193489

    		0.5 ms

  





  

    		2022-02-09 07:00:08.822329

    		-1.2 ms

  





  

    		2022-02-09 08:00:10.793879

    		-2.1 ms

  





  

    		2022-02-09 09:00:12.97897

    		-0.9 ms

  





  

    		2022-02-09 10:00:14.459888

    		0.0 ms

  





  

    		2022-02-09 11:00:16.213261

    		-1.1 ms

  





  

    		2022-02-09 12:00:18.742748

    		-0.7 ms

  





  

    		2022-02-09 13:00:20.461029

    		-0.2 ms

  





  

    		2022-02-09 14:00:23.202443

    		-0.5 ms

  





  

    		2022-02-09 15:00:25.2883

    		0.0 ms

  





  

    		2022-02-09 16:00:27.391238

    		0.2 ms

  





  

    		2022-02-09 17:00:29.266601

    		-0.7 ms

  





  

    		2022-02-09 18:00:31.195985

    		0.3 ms

  





  

    		2022-02-09 19:00:32.793551

    		-1.7 ms

  





  

    		2022-02-09 20:00:34.607978

    		0.4 ms

  





  

    		2022-02-09 21:00:36.839787

    		0.4 ms

  





  

    		2022-02-09 22:00:38.4211

    		1.1 ms

  





  

    		2022-02-09 23:00:39.811124

    		-0.2 ms

  





  

    		2022-02-10 00:00:41.611228

    		-0.2 ms

  





  

    		2022-02-10 01:00:43.215002

    		-0.3 ms

  





  

    		2022-02-10 02:00:44.97614

    		-0.9 ms

  





  

    		2022-02-10 03:00:46.696402

    		-0.9 ms

  





  

    		2022-02-10 04:00:49.206126

    		-0.7 ms

  





  

    		2022-02-10 05:00:50.858892

    		0.3 ms

  





  

    		2022-02-10 06:00:52.631866

    		-2.1 ms

  





  

    		2022-02-10 07:00:54.861099

    		-0.6 ms

  





  

    		2022-02-10 08:00:56.711339

    		-0.3 ms

  





  

    		2022-02-10 09:00:58.484909

    		0.1 ms

  





  

    		2022-02-10 10:01:00.354549

    		0.1 ms

  





  

    		2022-02-10 11:01:02.362067

    		-0.5 ms

  





  

    		2022-02-10 12:01:04.872747

    		-0.1 ms

  





  

    		2022-02-10 13:01:06.773471

    		0.9 ms

  





  

    		2022-02-10 14:01:08.928484

    		0.9 ms

  





  

    		2022-02-10 15:01:10.76178

    		-0.6 ms

  





  

    		2022-02-10 16:01:12.64752

    		0.4 ms

  





  

    		2022-02-10 17:01:14.913444

    		-1.3 ms

  





  

    		2022-02-10 18:01:16.784269

    		-0.7 ms

  





  

    		2022-02-10 19:01:18.878152

    		0.6 ms

  





  

    		2022-02-10 20:01:20.825185

    		0.4 ms

  





  

    		2022-02-10 21:01:22.470187

    		-0.3 ms

  





  

    		2022-02-10 22:01:24.031783

    		-0.7 ms

  





  

    		2022-02-10 23:01:25.648094

    		-2.1 ms

  





  

    		2022-02-11 00:01:27.869713

    		0.2 ms

  





  

    		2022-02-11 01:01:30.527659

    		0.3 ms

  





  

    		2022-02-11 02:01:32.94896

    		1.0 ms

  





  

    		2022-02-11 03:01:35.027581

    		-1.2 ms

  





  

    		2022-02-11 04:01:37.010239

    		0.5 ms

  





  

    		2022-02-11 05:01:38.420472

    		0.0 ms

  





  

    		2022-02-11 06:01:41.04393

    		0.2 ms

  





  

    		2022-02-11 07:01:42.904869

    		0.3 ms

  





  

    		2022-02-11 08:01:44.787434

    		0.2 ms

  





  

    		2022-02-11 09:01:47.051617

    		-0.3 ms

  





  

    		2022-02-11 10:01:49.9977

    		0.0 ms

  





  

    		2022-02-11 11:01:52.313683

    		-0.7 ms

  





  

    		2022-02-11 12:01:53.987912

    		0.2 ms

  





  

    		2022-02-11 13:01:56.177971

    		0.4 ms

  





  

    		2022-02-11 14:01:57.754846

    		-0.1 ms

  





  

    		2022-02-11 15:01:59.435139

    		0.0 ms

  





  

    		2022-02-11 16:02:01.540231

    		-1.6 ms

  





  

    		2022-02-11 17:02:03.658422

    		-0.6 ms

  





  

    		2022-02-11 18:02:05.089863

    		-0.2 ms

  





  

    		2022-02-11 19:02:06.780677

    		-0.8 ms

  





  

    		2022-02-11 20:02:08.301203

    		-0.4 ms

  





  

    		2022-02-11 21:02:09.8439

    		0.2 ms

  





  

    		2022-02-11 22:02:11.433536

    		0.1 ms

  





  

    		2022-02-11 23:02:13.617391

    		0.5 ms

  





  

    		2022-02-12 00:02:15.392455

    		-1.4 ms

  





  

    		2022-02-12 01:02:17.327649

    		-0.1 ms

  





  

    		2022-02-12 02:02:18.736641

    		-0.4 ms

  





  

    		2022-02-12 03:02:20.656879

    		0.0 ms

  





  

    		2022-02-12 04:02:22.149208

    		1.6 ms

  





  

    		2022-02-12 05:02:24.412145

    		-0.4 ms

  





  

    		2022-02-12 06:02:26.721585

    		0.4 ms

  





  

    		2022-02-12 07:02:28.363586

    		0.5 ms

  





  

    		2022-02-12 08:02:30.119149

    		1.1 ms

  





  

    		2022-02-12 09:02:31.669488

    		0.4 ms

  





  

    		2022-02-12 10:02:35.494411

    		2.0 ms

  





  

    		2022-02-12 11:02:37.125029

    		2.7 ms

  





  

    		2022-02-12 12:02:39.671329

    		1.9 ms

  





  

    		2022-02-12 13:02:41.378221

    		1.8 ms

  





  

    		2022-02-12 14:02:43.223563

    		1.5 ms

  





  

    		2022-02-12 15:02:45.386642

    		0.9 ms

  





  

    		2022-02-12 16:02:47.22927

    		-1.2 ms

  





  

    		2022-02-12 17:02:48.710862

    		-0.7 ms

  





  

    		2022-02-12 18:02:50.471172

    		0.7 ms

  





  

    		2022-02-12 19:02:52.869435

    		-1.3 ms

  





  

    		2022-02-12 20:02:54.618487

    		-0.8 ms

  





  

    		2022-02-12 21:02:57.615409

    		-1.0 ms

  





  

    		2022-02-12 22:02:59.182007

    		-1.6 ms

  





  

    		2022-02-12 23:03:00.868494

    		-1.4 ms

  





  

    		2022-02-13 00:03:03.136358

    		-0.2 ms

  





  

    		2022-02-13 01:03:04.608914

    		-0.5 ms

  





  

    		2022-02-13 02:03:06.019884

    		0.2 ms

  





  

    		2022-02-13 03:03:08.766123

    		0.3 ms

  





  

    		2022-02-13 04:03:10.421833

    		-0.6 ms

  





  

    		2022-02-13 05:03:13.91177

    		0.3 ms

  





  

    		2022-02-13 06:03:15.420075

    		-0.2 ms

  





  

    		2022-02-13 07:03:17.481075

    		0.4 ms

  





  

    		2022-02-13 08:03:19.360568

    		-0.7 ms

  





  

    		2022-02-13 09:03:21.464744

    		-0.8 ms

  





  

    		2022-02-13 10:03:23.071627

    		-1.1 ms

  





  

    		2022-02-13 11:03:24.697549

    		0.0 ms

  





  

    		2022-02-13 12:03:26.507723

    		-1.4 ms

  





  

    		2022-02-13 13:03:30.352108

    		-0.4 ms

  





  

    		2022-02-13 14:03:32.133805

    		-0.8 ms

  





  

    		2022-02-13 15:03:34.263869

    		0.2 ms

  





  

    		2022-02-13 16:03:35.907923

    		-0.8 ms

  





  

    		2022-02-13 17:03:37.458216

    		-0.5 ms

  





  

    		2022-02-13 18:03:39.21369

    		0.5 ms

  





  

    		2022-02-13 19:03:40.609578

    		0.6 ms

  





  

    		2022-02-13 20:03:43.354394

    		-1.7 ms

  





  

    		2022-02-13 21:03:45.027963

    		0.3 ms

  





  

    		2022-02-13 22:03:47.690504

    		0.3 ms

  





  

    		2022-02-13 23:03:49.731595

    		-0.1 ms

  





  

    		2022-02-14 00:03:51.891728

    		0.9 ms

  





  

    		2022-02-14 01:03:53.435146

    		-0.7 ms

  





  

    		2022-02-14 02:03:54.962114

    		-0.3 ms

  





  

    		2022-02-14 03:03:57.44068

    		1.4 ms

  





  

    		2022-02-14 04:03:59.831249

    		-0.9 ms

  





  

    		2022-02-14 05:04:01.421683

    		-1.4 ms

  





  

    		2022-02-14 06:04:03.173188

    		-0.7 ms

  





  

    		2022-02-14 07:04:05.660144

    		-1.0 ms

  





  

    		2022-02-14 08:04:07.999406

    		-0.4 ms

  





  

    		2022-02-14 09:04:10.211408

    		-0.3 ms

  





  

    		2022-02-14 10:04:12.281766

    		0.0 ms

  





  

    		2022-02-14 11:04:14.830817

    		-0.6 ms

  





  

    		2022-02-14 12:04:16.619067

    		0.5 ms

  





  

    		2022-02-14 13:04:18.242316

    		-0.6 ms

  





  

    		2022-02-14 14:04:20.244741

    		0.6 ms

  





  

    		2022-02-14 15:04:21.769381

    		0.0 ms

  





  

    		2022-02-14 16:04:23.853559

    		-0.3 ms

  





  

    		2022-02-14 17:04:26.329477

    		0.3 ms

  





  

    		2022-02-14 18:04:28.768838

    		-0.4 ms

  





  

    		2022-02-14 19:04:30.186889

    		-0.9 ms

  





  

    		2022-02-14 20:04:31.996551

    		-0.8 ms

  





  

    		2022-02-14 21:04:33.743396

    		-0.3 ms

  





  

    		2022-02-14 22:04:35.677465

    		-1.3 ms

  





  

    		2022-02-14 23:04:37.596583

    		0.7 ms

  





  

    		2022-02-15 00:04:39.941403

    		-0.4 ms

  





  

    		2022-02-15 01:04:41.494347

    		1.1 ms

  





  

    		2022-02-15 02:04:43.624524

    		0.8 ms

  





  

    		2022-02-15 03:04:45.435569

    		-0.3 ms

  





  

    		2022-02-15 04:04:47.581645

    		-1.0 ms

  





  

    		2022-02-15 05:04:49.482231

    		-1.9 ms

  





  

    		2022-02-15 06:04:52.293994

    		-1.7 ms

  





  

    		2022-02-15 07:04:54.169679

    		-0.9 ms

  





  

    		2022-02-15 08:04:55.7509

    		-0.9 ms

  





  

    		2022-02-15 09:04:57.631904

    		1.4 ms

  





  

    		2022-02-15 10:04:59.290536

    		0.9 ms

  





  

    		2022-02-15 11:05:01.617077

    		-0.2 ms

  





  

    		2022-02-15 12:05:03.172266

    		-0.4 ms

  





  

    		2022-02-15 13:05:05.337363

    		-1.3 ms

  





  

    		2022-02-15 14:05:07.518263

    		-0.7 ms

  





  

    		2022-02-15 15:05:09.478397

    		-3.5 ms

  





  

    		2022-02-15 16:05:11.10457

    		-2.3 ms

  





  

    		2022-02-15 17:05:14.383118

    		-0.9 ms

  





  

    		2022-02-15 18:05:16.171194

    		-0.8 ms

  





  

    		2022-02-15 19:05:18.995986

    		-0.8 ms

  





  

    		2022-02-15 20:05:20.513992

    		-1.3 ms

  





  

    		2022-02-15 21:05:22.007329

    		-0.9 ms

  





  

    		2022-02-15 22:05:24.570573

    		-0.7 ms

  





  

    		2022-02-15 23:05:26.081298

    		-0.1 ms

  





  

    		2022-02-16 00:05:27.839716

    		1.4 ms

  





  

    		2022-02-16 01:05:29.619855

    		0.7 ms

  





  

    		2022-02-16 02:05:31.676056

    		-0.3 ms

  





  

    		2022-02-16 03:05:33.41819

    		-0.4 ms

  





  

    		2022-02-16 04:05:34.871187

    		-0.2 ms

  





  

    		2022-02-16 05:05:36.773786

    		0.9 ms

  





  

    		2022-02-16 06:05:38.734541

    		0.0 ms

  





  

    		2022-02-16 07:05:40.439845

    		0.8 ms

  





  

    		2022-02-16 08:05:42.438802

    		1.0 ms

  





  

    		2022-02-16 09:05:45.707865

    		-0.1 ms

  





  

    		2022-02-16 10:05:47.841671

    		-0.3 ms

  





  

    		2022-02-16 11:05:49.51598

    		0.5 ms

  





  

    		2022-02-16 12:05:51.182845

    		-0.2 ms

  





  

    		2022-02-16 13:05:53.302835

    		-0.5 ms

  





  

    		2022-02-16 14:05:55.465189

    		0.0 ms

  





  

    		2022-02-16 15:05:57.146212

    		1.2 ms

  





  

    		2022-02-16 16:05:59.078259

    		-1.1 ms

  





  

    		2022-02-16 17:06:00.779633

    		-0.3 ms

  





  

    		2022-02-16 18:06:02.371245

    		-0.2 ms

  





  

    		2022-02-16 19:06:04.042759

    		-2.4 ms

  





  

    		2022-02-16 20:06:06.215397

    		-0.6 ms

  





  

    		2022-02-16 21:06:08.39071

    		-1.5 ms

  





  

    		2022-02-16 22:06:10.477444

    		-0.5 ms

  





  

    		2022-02-16 23:06:11.944408

    		-2.0 ms

  





  

    		2022-02-17 00:06:13.67109

    		-2.2 ms

  





  

    		2022-02-17 01:06:15.243784

    		-1.0 ms

  





  

    		2022-02-17 02:06:17.708003

    		0.8 ms

  





  

    		2022-02-17 03:06:19.988503

    		0.4 ms

  





  

    		2022-02-17 04:06:21.884165

    		-0.2 ms

  





  

    		2022-02-17 05:06:23.983222

    		-0.7 ms

  





  

    		2022-02-17 06:06:25.802617

    		0.1 ms

  





  

    		2022-02-17 07:06:28.535979

    		-1.2 ms

  





  

    		2022-02-17 08:06:30.294957

    		0.3 ms

  





  

    		2022-02-17 09:06:31.724094

    		-1.5 ms

  





  

    		2022-02-17 10:06:34.070364

    		-0.5 ms

  





  

    		2022-02-17 11:06:37.01964

    		-0.4 ms

  





  

    		2022-02-17 12:06:38.876905

    		-0.2 ms

  





  

    		2022-02-17 13:06:42.061361

    		-0.1 ms

  





  

    		2022-02-17 14:06:44.011447

    		-0.2 ms

  





  

    		2022-02-17 15:06:45.643862

    		0.5 ms

  





  

    		2022-02-17 16:06:47.514961

    		-0.8 ms

  





  

    		2022-02-17 17:06:49.049811

    		0.0 ms

  





  

    		2022-02-17 18:06:51.117666

    		-0.5 ms

  





  

    		2022-02-17 19:06:52.818249

    		-0.5 ms

  





  

    		2022-02-17 20:06:54.854301

    		0.1 ms

  





  

    		2022-02-17 21:06:56.401033

    		-1.4 ms

  





  

    		2022-02-17 22:06:57.866657

    		-0.6 ms

  





  

    		2022-02-17 23:06:59.371268

    		2.0 ms

  





  

    		2022-02-18 00:07:00.910468

    		1.9 ms

  





  

    		2022-02-18 01:07:03.312614

    		-4.1 ms

  





  

    		2022-02-18 02:07:05.280205

    		-4.7 ms

  





  

    		2022-02-18 03:07:07.362813

    		-2.2 ms

  





  

    		2022-02-18 04:07:09.309211

    		-2.2 ms

  





  

    		2022-02-18 05:07:11.519133

    		0.6 ms

  





  

    		2022-02-18 06:07:13.057022

    		2.2 ms

  





  

    		2022-02-18 07:07:15.353204

    		0.0 ms

  





  

    		2022-02-18 08:07:17.042047

    		-0.7 ms

  





  

    		2022-02-18 09:07:19.033266

    		0.4 ms

  





  

    		2022-02-18 10:07:21.278246

    		0.4 ms

  





  

    		2022-02-18 11:07:22.873318

    		-0.3 ms

  





  

    		2022-02-18 12:07:24.912681

    		-1.2 ms

  





  

    		2022-02-18 13:07:26.844809

    		-1.4 ms

  





  

    		2022-02-18 14:07:28.800666

    		-1.4 ms

  





  

    		2022-02-18 15:07:31.64526

    		-0.7 ms

  





  

    		2022-02-18 16:07:33.44597

    		-0.5 ms

  





  

    		2022-02-18 17:07:35.708837

    		-0.9 ms

  





  

    		2022-02-18 18:07:37.104256

    		-3.4 ms

  





  

    		2022-02-18 19:07:38.813398

    		-0.7 ms

  





  

    		2022-02-18 20:07:40.857669

    		-0.4 ms

  





  

    		2022-02-18 21:07:43.174111

    		-0.4 ms

  





  

    		2022-02-18 22:07:44.772807

    		1.0 ms

  





  

    		2022-02-18 23:07:46.82264

    		-0.1 ms

  





  

    		2022-02-19 00:07:48.75516

    		0.6 ms

  





  

    		2022-02-19 01:07:50.40823

    		-0.2 ms

  





  

    		2022-02-19 02:07:52.082424

    		-0.1 ms

  





  

    		2022-02-19 03:07:53.998705

    		-0.5 ms

  





  

    		2022-02-19 04:07:55.731193

    		0.4 ms

  





  

    		2022-02-19 05:07:57.878151

    		-0.3 ms

  





  

    		2022-02-19 06:07:59.626128

    		-0.5 ms

  





  

    		2022-02-19 07:08:01.216603

    		-0.4 ms

  





  

    		2022-02-19 08:08:03.471539

    		0.0 ms

  





  

    		2022-02-19 09:08:05.39999

    		-0.1 ms

  





  

    		2022-02-19 10:08:07.034584

    		0.4 ms

  





  

    		2022-02-19 11:08:09.504134

    		1.0 ms

  





  

    		2022-02-19 12:08:10.991451

    		0.6 ms

  





  

    		2022-02-19 13:08:13.582884

    		1.3 ms

  





  

    		2022-02-19 14:08:15.320669

    		-1.1 ms

  





  

    		2022-02-19 15:08:17.668355

    		-1.1 ms

  





  

    		2022-02-19 16:08:19.357013

    		0.0 ms

  





  

    		2022-02-19 17:08:20.904377

    		-0.3 ms

  





  

    		2022-02-19 18:08:22.439643

    		0.3 ms

  





  

    		2022-02-19 19:08:24.691332

    		0.0 ms

  





  

    		2022-02-19 20:08:26.561343

    		1.4 ms

  





  

    		2022-02-19 21:08:28.081616

    		-1.1 ms

  





  

    		2022-02-19 22:08:30.602877

    		0.3 ms

  





  

    		2022-02-19 23:08:32.310067

    		-0.1 ms

  





  

    		2022-02-20 00:08:34.074164

    		1.0 ms

  





  

    		2022-02-20 01:08:35.564605

    		0.3 ms

  





  

    		2022-02-20 02:08:37.522105

    		0.1 ms

  





  

    		2022-02-20 03:08:39.379556

    		0.0 ms

  





  

    		2022-02-20 04:08:41.452924

    		0.6 ms

  





  

    		2022-02-20 05:08:43.762966

    		1.0 ms

  





  

    		2022-02-20 06:08:46.371742

    		0.0 ms

  





  

    		2022-02-20 07:08:47.904974

    		0.1 ms

  





  

    		2022-02-20 08:08:50.321756

    		0.7 ms

  





  

    		2022-02-20 09:08:51.928914

    		-1.5 ms

  





  

    		2022-02-20 10:08:53.517444

    		-0.4 ms

  





  

    		2022-02-20 11:08:55.134242

    		-0.3 ms

  





  

    		2022-02-20 12:08:57.062331

    		0.0 ms

  





  

    		2022-02-20 13:08:59.036251

    		-0.2 ms

  





  

    		2022-02-20 14:09:00.759302

    		-1.8 ms

  





  

    		2022-02-20 15:09:02.236482

    		-1.0 ms

  





  

    		2022-02-20 16:09:04.299897

    		-2.6 ms

  





  

    		2022-02-20 17:09:05.873494

    		-1.0 ms

  





  

    		2022-02-20 18:09:08.250822

    		-0.6 ms

  





  

    		2022-02-20 19:09:10.464239

    		-1.7 ms

  





  

    		2022-02-20 20:09:12.21031

    		0.0 ms

  





  

    		2022-02-20 21:09:14.165108

    		0.3 ms

  





  

    		2022-02-20 22:09:16.408833

    		-0.5 ms

  





  

    		2022-02-20 23:09:18.237048

    		-0.7 ms

  





  

    		2022-02-21 00:09:20.088598

    		1.0 ms

  





  

    		2022-02-21 01:09:22.277884

    		-0.3 ms

  





  

    		2022-02-21 02:09:23.757859

    		0.1 ms

  





  

    		2022-02-21 03:09:25.751711

    		-0.2 ms

  





  

    		2022-02-21 04:09:27.207541

    		-0.3 ms

  





  

    		2022-02-21 05:09:29.027182

    		0.8 ms

  





  

    		2022-02-21 06:09:32.008187

    		1.2 ms

  





  

    		2022-02-21 07:09:34.090812

    		1.0 ms

  





  

    		2022-02-21 08:09:35.781764

    		-0.7 ms

  





  

    		2022-02-21 09:09:37.671141

    		0.4 ms

  





  

    		2022-02-21 10:09:39.45675

    		-1.5 ms

  





  

    		2022-02-21 11:09:41.918627

    		0.0 ms

  





  

    		2022-02-21 12:09:44.509756

    		0.3 ms

  





  

    		2022-02-21 13:09:47.320206

    		-0.9 ms

  





  

    		2022-02-21 14:09:49.205987

    		-1.1 ms

  





  

    		2022-02-21 15:09:50.864239

    		-1.1 ms

  





  

    		2022-02-21 16:09:52.507483

    		-2.2 ms

  





  

    		2022-02-21 17:09:54.149965

    		-0.8 ms

  





  

    		2022-02-21 18:09:55.649427

    		-0.2 ms

  





  

    		2022-02-21 19:09:57.788637

    		0.9 ms

  





  

    		2022-02-21 20:09:59.239779

    		1.1 ms

  





  

    		2022-02-21 21:10:00.96936

    		0.9 ms

  





  

    		2022-02-21 22:10:02.608442

    		0.4 ms

  





  

    		2022-02-21 23:10:04.28298

    		-0.3 ms

  





  

    		2022-02-22 00:10:05.803549

    		-0.2 ms

  





  

    		2022-02-22 01:10:07.60413

    		2.1 ms

  





  

    		2022-02-22 02:10:09.180917

    		-0.1 ms

  





  

    		2022-02-22 03:10:11.976212

    		-0.5 ms

  





  

    		2022-02-22 04:10:13.634615

    		-1.8 ms

  





  

    		2022-02-22 05:10:15.632241

    		-0.8 ms

  





  

    		2022-02-22 06:10:17.279162

    		0.5 ms

  





  

    		2022-02-22 07:10:20.132791

    		1.0 ms

  





  

    		2022-02-22 08:10:21.704445

    		1.3 ms

  





  

    		2022-02-22 09:10:24.206057

    		1.3 ms

  





  

    		2022-02-22 10:10:25.794056

    		0.5 ms

  





  

    		2022-02-22 11:10:27.770825

    		-0.1 ms

  





  

    		2022-02-22 12:10:29.716995

    		-0.1 ms

  





  

    		2022-02-22 13:10:31.445392

    		0.2 ms

  





  

    		2022-02-22 14:10:33.15806

    		0.0 ms

  





  

    		2022-02-22 15:10:35.146202

    		-2.7 ms

  





  

    		2022-02-22 16:10:36.614327

    		-0.9 ms

  





  

    		2022-02-22 17:10:38.722592

    		-1.1 ms

  





  

    		2022-02-22 18:10:40.442643

    		-1.8 ms

  





  

    		2022-02-22 19:10:42.381888

    		-1.2 ms

  





  

    		2022-02-22 20:10:43.800898

    		0.0 ms

  





  

    		2022-02-22 21:10:45.861045

    		0.6 ms

  





  

    		2022-02-22 22:10:47.587656

    		-0.6 ms

  





  

    		2022-02-22 23:10:50.164902

    		-1.2 ms

  





  

    		2022-02-23 00:10:52.142217

    		-1.5 ms

  





  

    		2022-02-23 01:10:53.609709

    		-1.7 ms

  





  

    		2022-02-23 02:10:55.562746

    		0.0 ms

  





  

    		2022-02-23 03:10:57.419914

    		-1.6 ms

  





  

    		2022-02-23 04:10:59.776491

    		-1.0 ms

  





  

    		2022-02-23 05:11:01.86052

    		-0.6 ms

  





  

    		2022-02-23 06:11:03.808537

    		-0.9 ms

  





  

    		2022-02-23 07:11:05.628603

    		1.0 ms

  





  

    		2022-02-23 08:11:07.080254

    		0.3 ms

  





  

    		2022-02-23 09:11:08.853005

    		-0.5 ms

  





  

    		2022-02-23 10:11:10.825084

    		0.8 ms

  





  

    		2022-02-23 11:11:13.427363

    		-0.4 ms

  





  

    		2022-02-23 12:11:15.215268

    		0.0 ms

  





  

    		2022-02-23 13:11:16.976602

    		0.7 ms

  





  

    		2022-02-23 14:11:19.246569

    		0.5 ms

  





  

    		2022-02-23 15:11:20.954523

    		-1.0 ms

  





  

    		2022-02-23 16:11:22.889029

    		-1.7 ms

  





  

    		2022-02-23 17:11:24.460626

    		0.0 ms

  





  

    		2022-02-23 18:11:26.300634

    		0.3 ms

  





  

    		2022-02-23 19:11:27.775431

    		0.2 ms

  





  

    		2022-02-23 20:11:29.491674

    		0.9 ms

  





  

    		2022-02-23 21:11:31.433465

    		0.4 ms

  





  

    		2022-02-23 22:11:34.049709

    		0.0 ms

  





  

    		2022-02-23 23:11:35.617513

    		-1.2 ms

  





  

    		2022-02-24 00:11:37.094233

    		-0.1 ms

  





  

    		2022-02-24 01:11:39.370827

    		-0.7 ms

  





  

    		2022-02-24 02:11:40.996309

    		-0.4 ms

  





  

    		2022-02-24 03:11:42.62056

    		-1.8 ms

  





  

    		2022-02-24 04:11:44.151956

    		-0.6 ms

  





  

    		2022-02-24 05:11:46.028664

    		-0.6 ms

  





  

    		2022-02-24 06:11:48.015794

    		-0.1 ms

  





  

    		2022-02-24 07:11:49.764916

    		1.3 ms

  





  

    		2022-02-24 08:11:52.024368

    		0.1 ms

  





  

    		2022-02-24 09:11:54.174454

    		-0.4 ms

  





  

    		2022-02-24 10:11:55.904042

    		-0.8 ms

  





  

    		2022-02-24 11:11:57.848458

    		0.8 ms

  





  

    		2022-02-24 12:11:59.761424

    		-0.4 ms

  





  

    		2022-02-24 13:12:01.87405

    		0.9 ms

  





  

    		2022-02-24 14:12:03.767721

    		-1.2 ms

  





  

    		2022-02-24 15:12:05.552252

    		-0.5 ms

  





  

    		2022-02-24 16:12:07.072595

    		-1.0 ms

  





  

    		2022-02-24 17:12:08.741647

    		-1.3 ms

  





  

    		2022-02-24 18:12:10.507073

    		-0.6 ms

  





  

    		2022-02-24 19:12:12.208148

    		-1.0 ms

  





  

    		2022-02-24 20:12:14.141049

    		-0.1 ms

  





  

    		2022-02-24 21:12:15.81419

    		-1.0 ms

  





  

    		2022-02-24 22:12:18.434305

    		-1.2 ms

  





  

    		2022-02-24 23:12:20.290597

    		-0.8 ms

  





  

    		2022-02-25 00:12:21.972117

    		0.7 ms

  





  

    		2022-02-25 01:12:23.681622

    		-1.0 ms

  





  

    		2022-02-25 02:12:25.504602

    		-0.2 ms

  





  

    		2022-02-25 03:12:27.799652

    		0.1 ms

  





  

    		2022-02-25 04:12:30.378624

    		1.4 ms

  





  

    		2022-02-25 05:12:32.076653

    		-0.2 ms

  





  

    		2022-02-25 06:12:33.72311

    		-0.8 ms

  





  

    		2022-02-25 07:12:35.381427

    		0.4 ms

  





  

    		2022-02-25 08:12:37.498274

    		-2.0 ms

  





  

    		2022-02-25 09:12:38.990228

    		0.3 ms

  





  

    		2022-02-25 10:12:40.437452

    		0.2 ms

  





  

    		2022-02-25 11:12:42.710074

    		0.4 ms

  





  

    		2022-02-25 12:12:44.211641

    		-0.2 ms

  





  

    		2022-02-25 13:12:46.117684

    		0.0 ms

  





  

    		2022-02-25 14:12:48.109907

    		1.0 ms

  





  

    		2022-02-25 15:12:49.759239

    		-0.2 ms

  





  

    		2022-02-25 16:12:51.494332

    		0.1 ms

  





  

    		2022-02-25 17:12:53.228639

    		-0.1 ms

  





  

    		2022-02-25 18:12:55.482418

    		-1.2 ms

  





  

    		2022-02-25 19:12:56.867247

    		0.3 ms

  





  

    		2022-02-25 20:12:59.124066

    		-0.4 ms

  





  

    		2022-02-25 21:13:01.844562

    		-0.3 ms

  





  

    		2022-02-25 22:13:03.972244

    		-0.5 ms

  





  

    		2022-02-25 23:13:06.081663

    		-0.9 ms

  





  

    		2022-02-26 00:13:07.902624

    		2.2 ms

  





  

    		2022-02-26 01:13:09.709925

    		-0.5 ms

  





  

    		2022-02-26 02:13:11.912739

    		0.7 ms

  





  

    		2022-02-26 03:13:13.918462

    		-3.9 ms

  





  

    		2022-02-26 04:13:15.706712

    		-2.4 ms

  





  

    		2022-02-26 05:13:18.372183

    		-3.3 ms

  





  

    		2022-02-26 06:13:20.495603

    		-1.3 ms

  





  

    		2022-02-26 07:13:22.418101

    		2.1 ms

  





  

    		2022-02-26 08:13:24.807535

    		-1.1 ms

  





  

    		2022-02-26 09:13:26.718448

    		2.3 ms

  





  

    		2022-02-26 10:13:28.626706

    		0.8 ms

  





  

    		2022-02-26 11:13:31.514303

    		-1.0 ms

  





  

    		2022-02-26 12:13:33.200643

    		-0.3 ms

  





  

    		2022-02-26 13:13:35.036612

    		-1.6 ms

  





  

    		2022-02-26 14:13:37.333371

    		-1.9 ms

  





  

    		2022-02-26 15:13:38.998161

    		-2.5 ms

  





  

    		2022-02-26 16:13:41.081183

    		-1.6 ms

  





  

    		2022-02-26 17:13:43.174703

    		0.4 ms

  





  

    		2022-02-26 18:13:45.153663

    		-1.8 ms

  





  

    		2022-02-26 19:13:46.953402

    		-0.7 ms

  





  

    		2022-02-26 20:13:48.936048

    		-0.6 ms

  





  

    		2022-02-26 21:13:50.905071

    		-0.3 ms

  





  

    		2022-02-26 22:13:52.556344

    		-0.7 ms

  





  

    		2022-02-26 23:13:54.128099

    		-0.2 ms

  





  

    		2022-02-27 00:13:56.155572

    		-0.3 ms

  





  

    		2022-02-27 01:13:58.034332

    		-0.1 ms

  





  

    		2022-02-27 02:13:59.613997

    		-0.9 ms

  





  

    		2022-02-27 03:14:01.381181

    		0.6 ms

  





  

    		2022-02-27 04:14:03.60165

    		-0.7 ms

  





  

    		2022-02-27 05:14:05.776408

    		-0.7 ms

  





  

    		2022-02-27 06:14:07.417258

    		0.1 ms

  





  

    		2022-02-27 07:14:09.327378

    		-0.3 ms

  





  

    		2022-02-27 08:14:11.666638

    		0.1 ms

  





  

    		2022-02-27 09:14:13.495384

    		0.7 ms

  





  

    		2022-02-27 10:14:15.363385

    		-1.3 ms

  





  

    		2022-02-27 11:14:17.639394

    		-0.7 ms

  





  

    		2022-02-27 12:14:19.928288

    		-3.4 ms

  





  

    		2022-02-27 13:14:21.939524

    		-0.6 ms

  





  

    		2022-02-27 14:14:24.229518

    		0.2 ms

  





  

    		2022-02-27 15:14:26.357873

    		-0.8 ms

  





  

    		2022-02-27 16:14:28.27046

    		1.0 ms

  





  

    		2022-02-27 17:14:29.892215

    		0.6 ms

  





  

    		2022-02-27 18:14:31.966979

    		-0.5 ms

  





  

    		2022-02-27 19:14:33.7944

    		-0.9 ms

  





  

    		2022-02-27 20:14:35.555621

    		-2.1 ms

  





  

    		2022-02-27 21:14:37.548779

    		0.1 ms

  





  

    		2022-02-27 22:14:39.203705

    		-0.5 ms

  





  

    		2022-02-27 23:14:40.757732

    		0.1 ms

  





  

    		2022-02-28 00:14:42.554066

    		-0.2 ms

  





  

    		2022-02-28 01:14:44.508362

    		-1.1 ms

  





  

    		2022-02-28 02:14:46.318672

    		0.5 ms

  





  

    		2022-02-28 03:14:48.398563

    		0.5 ms

  





  

    		2022-02-28 04:14:49.837264

    		1.6 ms

  





  

    		2022-02-28 05:14:52.641119

    		1.3 ms

  





  

    		2022-02-28 06:14:54.725385

    		-0.4 ms

  





  

    		2022-02-28 07:14:56.490432

    		-0.1 ms

  





  

    		2022-02-28 08:14:58.341087

    		-0.7 ms

  





  

    		2022-02-28 09:15:00.496795

    		-1.1 ms

  





  

    		2022-02-28 10:15:02.777937

    		-1.0 ms

  





  

    		2022-02-28 11:15:05.026134

    		-0.6 ms

  





  

    		2022-02-28 12:15:08.028956

    		-1.6 ms

  





  

    		2022-02-28 13:15:09.861041

    		-1.4 ms

  





  

    		2022-02-28 14:15:11.472831

    		-1.9 ms

  





  

    		2022-02-28 15:15:13.356055

    		0.5 ms

  





  

    		2022-02-28 16:15:15.504296

    		0.4 ms

  





  

    		2022-02-28 17:15:17.35627

    		0.4 ms

  





  

    		2022-02-28 18:15:19.112733

    		-0.3 ms

  





  

    		2022-02-28 19:15:21.816341

    		-1.2 ms

  





  

    		2022-02-28 20:15:24.473608

    		-0.3 ms

  





  

    		2022-02-28 21:15:26.096013

    		-1.9 ms

  





  

    		2022-02-28 22:15:27.996575

    		-1.1 ms

  





  

    		2022-02-28 23:15:29.683296

    		-1.5 ms

  





  

    		2022-03-01 00:15:31.52499

    		0.5 ms

  





  

    		2022-03-01 01:15:33.526111

    		-0.4 ms

  





  

    		2022-03-01 02:15:35.467048

    		-1.4 ms

  





  

    		2022-03-01 03:15:37.39494

    		0.7 ms

  





  

    		2022-03-01 04:15:39.54812

    		-0.5 ms

  





  

    		2022-03-01 05:15:41.006517

    		0.3 ms

  





  

    		2022-03-01 06:15:42.993307

    		-0.3 ms

  





  

    		2022-03-01 07:15:44.811509

    		-0.9 ms

  





  

    		2022-03-01 08:15:46.383312

    		-1.8 ms

  





  

    		2022-03-01 09:15:49.127094

    		-2.9 ms

  





  

    		2022-03-01 10:15:50.976064

    		-1.7 ms

  





  

    		2022-03-01 11:15:52.728035

    		0.3 ms

  





  

    		2022-03-01 12:15:54.530616

    		0.5 ms

  





  

    		2022-03-01 13:15:56.833736

    		1.1 ms

  





  

    		2022-03-01 14:15:58.38774

    		-0.1 ms

  





  

    		2022-03-01 15:16:00.403707

    		-0.7 ms

  





  

    		2022-03-01 16:16:02.849562

    		0.1 ms

  





  

    		2022-03-01 17:16:04.877386

    		-0.6 ms

  





  

    		2022-03-01 18:16:06.995922

    		-0.7 ms

  





  

    		2022-03-01 19:16:08.720934

    		-0.4 ms

  





  

    		2022-03-01 20:16:10.445782

    		-0.7 ms

  





  

    		2022-03-01 21:16:12.20817

    		-1.0 ms

  





  

    		2022-03-01 22:16:13.881795

    		-0.6 ms

  





  

    		2022-03-01 23:16:15.671645

    		-1.9 ms

  





  

    		2022-03-02 00:16:17.392375

    		-0.5 ms

  





  

    		2022-03-02 01:16:19.166344

    		-0.8 ms

  





  

    		2022-03-02 02:16:20.848562

    		0.8 ms

  





  

    		2022-03-02 03:16:22.777499

    		-0.3 ms

  





  

    		2022-03-02 04:16:25.044329

    		0.2 ms

  





  

    		2022-03-02 05:16:26.722227

    		0.5 ms

  





  

    		2022-03-02 06:16:29.035665

    		0.8 ms

  





  

    		2022-03-02 07:16:30.624804

    		0.0 ms

  





  

    		2022-03-02 08:16:33.533781

    		-0.4 ms

  





  

    		2022-03-02 09:16:35.169125

    		-0.8 ms

  





  

    		2022-03-02 10:16:37.420254

    		-0.5 ms

  





  

    		2022-03-02 11:16:39.762972

    		-0.2 ms

  





  

    		2022-03-02 12:16:41.329188

    		-0.1 ms

  





  

    		2022-03-02 13:16:43.238075

    		0.0 ms

  





  

    		2022-03-02 14:16:45.326488

    		-0.7 ms

  





  

    		2022-03-02 15:16:46.989634

    		-0.8 ms

  





  

    		2022-03-02 16:16:48.730425

    		-0.9 ms

  





  

    		2022-03-02 17:16:50.481162

    		0.5 ms

  





  

    		2022-03-02 18:16:51.954112

    		-0.1 ms

  





  

    		2022-03-02 19:16:54.324387

    		0.3 ms

  





  

    		2022-03-02 20:16:55.842008

    		0.6 ms

  





  

    		2022-03-02 21:16:57.533441

    		-0.7 ms

  





  

    		2022-03-02 22:17:00.24305

    		-1.8 ms

  





  

    		2022-03-02 23:17:01.942902

    		-1.5 ms

  





  

    		2022-03-03 00:17:03.564623

    		-1.4 ms

  





  

    		2022-03-03 01:17:05.076647

    		-0.6 ms

  





  

    		2022-03-03 02:17:06.999917

    		0.5 ms

  





  

    		2022-03-03 03:17:08.942517

    		0.2 ms

  





  

    		2022-03-03 04:17:10.753775

    		-0.6 ms

  





  

    		2022-03-03 05:17:12.790034

    		-0.9 ms

  





  

    		2022-03-03 06:17:14.454195

    		1.0 ms

  





  

    		2022-03-03 07:17:16.210126

    		0.8 ms

  





  

    		2022-03-03 08:17:18.319312

    		0.0 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-03-01 12:44:09.196 UTC

    		5.56.145.68

    		John Larsen (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 12:44:38.455 UTC

    		5.56.145.68

    		John Larsen (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 12:51:39.138 UTC

    		5.56.145.68

    		Malene Duckert (MD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 12:52:15.406 UTC

    		5.56.145.68

    		Malene Duckert (MD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 12:51:56.053 UTC

    		5.56.145.68

    		Torben Bjørk Nielsen (TBN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 12:51:58.228 UTC

    		5.56.145.68

    		Torben Bjørk Nielsen (TBN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 13:57:16.162 UTC

    		195.139.119.240

    		Siv Hege Solheim (SHS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 13:57:27.593 UTC

    		195.139.119.240

    		Siv Hege Solheim (SHS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 14:54:54.771 UTC

    		84.214.55.97

    		Anders W. Haugen (AWH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 14:55:12.521 UTC

    		84.214.55.97

    		Anders W. Haugen (AWH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 15:07:11.467 UTC

    		80.232.126.61

    		Jørgen Weise Porsmyr (JWP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 15:07:24.847 UTC

    		80.232.126.61

    		Jørgen Weise Porsmyr (JWP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 17:14:46.233 UTC

    		213.32.243.78

    		Henrik Gunnar Pedersen (HGP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 17:19:01.433 UTC

    		213.32.243.78

    		Henrik Gunnar Pedersen (HGP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-01 18:13:03.372 UTC

    		2.104.158.64

    		Martin Trier Larsen (MTL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-01 18:13:10.902 UTC

    		2.104.158.64

    		Martin Trier Larsen (MTL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  

  

    		2022-03-03 06:50:03.958 UTC

    		62.73.195.218

    		Jimmy Bengtsson (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-03 06:50:14.375 UTC

    		62.73.195.218

    		Jimmy Bengtsson (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:35 UTC.

  

  

    		2022-03-03 08:28:02.427 UTC

    		145.62.64.99

    		Claus Tanggaard Jacobsen (CTJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-03 08:28:09.745 UTC

    		145.62.64.99

    		Claus Tanggaard Jacobsen (CTJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-02-02 17:14:34 UTC.

  









